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OpraHusauusa cetu nepegavn OaHHbIX - SIEMENS
3TO Kno4veBoun pakTop Ana uncgpposmsaumm npegnpuaTus lngenuity for Life
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OCHOBHbIE MOHATUA U TepMUuHoIiormns

Heynpasnsiemble Layer 2 KommyTtatopbl SCALANCE X SIEMENS
Iug,eb\uffy-for&‘ft
Bo3moxHocTu / dyHKLUN X-100

[pocToe noakntoyeHne n nHTerpauus B cetb npeanpuatuna (Plug&Play) meduakoHeepmep

JTokanbHbI MOHUTOPWHT C MOMOLLIbIO CBETOANOL0B ANArHOCTUKM U YO ANEHHbIN
MOHWUTOPUHT C MOMOLLIbIO CUrHANbHOrO KOHTaKTa
Mcnonb3oBaHne B HEOONbLUNX MPOMbILLFIEHHbIX CETAX

NMpenmywectBa
OnTumanbHOE COOTHOLLEHME LeHa/KavyeCcTBO, BO3MOXHOCTb NOCTPOEHNSA CETEN C
TOMONOrMEen «WMHa» U «3Be3aa» C UCNofb30BaHMEM MeHOro U ONTUYECKOro
kabens (paccTosiHne nepegadn SaHHbIX 40 26 KM)
KoMnakTHbIA KOHCTPYKTUB KOpryca 1 9KOHOMUSA MecTa Npu YCTaHOBKE Modens 1SO/OSI
[MpocToe pacwmnpeHre npomeblilneHHbIX Ethernet ceten

[MpocToe obenyxmBaHue n OTCYTCTBUE NpeaBapuUTENbHOM HAaCTPOWKN

CkopocTb nepeaayum aaHHbix o 1 Méut/c Layer 4

[MpumeHeHne B aBTOMaTu3auum 3gaHmmn (XB-000, XB-100 ¢ nuTaHuem ;

24 B nepeMm. Toka) Layer 3
MpoaykTbl SCALANCE Layer 2
X-000, XB-000, XB-100, XC-100, XR-100WG, megnakoHeepTep X-100, :
koMmnakTHble mogynu (CSM) bonee nogpobHee no ccoirike Layer 1

IpumeyvaHue: Ccbinka Ha npeseHTaumio Heynpaensevbsie kommyTaTopb!”
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OCHOBHbIE MOHATUA U TepMunHoIsormns

Ynpaensembie Layer 2 KommyTtatopbl SCALANCE X SIEMENS
Iug,ev\uf\y-foruft

Bo3moxHocTn / PyHKLUM

* Mopoepxka SNMP (Simple Network Management Protocol), goctyn B CLI
(Command Line Interface) yepes koHcosb, nogaepxka Telnet u XR-300WG
SSH (Secure Shell)

* BO3MOXHOCTN HACTPOWMKKM rpynrbl yCTPOUCTB

* CTpyKTypMpOBaHME N CErMeHTUpoBaHne bonbLlumnx ceten ¢ nomouibto VLAN

* Hactponka n guarHoctuka c nomoLlbto cuctemsl yrnpaeneHna SINEC NMVIS

MpeumyliecTBa

* BbICOKas OCTYMHOCTb U UCMOSIb30BaHME PasfiMYHbIX TEXHOSTOTUI
pe3epBrpoBaHns Modenb ISO/OSI

* [1poCcTON MOHUTOPUHT N AMarHOCTUKa C NCMNOSIb30BaHNEM CUTHASTbHOIO
kKoHTakTta, SNMP, guckpetHbix BxogoB, SINEC NMS n PROFINET guarHocTtukm

* lNpocTasa nHterpauma B nobble ceTeBble TOMNOMOMMNN

* CHwXeHue 3aTpaT B CBA3N C MOAYNbHbIM UCMONHEHNEM

* lNpocTas 3ameHa yctponcTs 6narogaps nogaepxkn moayns C-PLUG

Layer 4 TpaHcriopmHabIl

Layers eV -Y- o} IP

. LLC
NpoaykTbl SCALANCE Layer 2 | £oon o in
X-200Y, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300, :
XR-300WG, XM-400, XR-500 bonee nogpobHee No cchiiike Layer 1 dusuyeckul
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OCHOBHbIE MOHATUA U TepMunHoIsormns

YnpaBnsiemble Layer 2/3 KommyTtaTopbl SCALANCE X SIEMENS

Bo3moxHocTn / PyHKLUM

+ KomnnekcHoe paclumpeHne ceTeBon MHPPaCTPYKTYypbl
+ [NoagkntoyeHne pasnnyHbIX Nnoaceten

+ lNopoepxka mapLupyTmsaumnm

* OrpaHuyeHne WnpokKoBeLLlaTenbHOro JoOMeHa

+ lNoppepkka nonHoro oyHkunoHana Layer 2 / Layer 3

MpeumywiecTBa

+ lNoppepxka ctangapTHoro gyHkumMoHana Layer 2 / Layer 3

+ [MpocToe nocTpoeHne n macutabnpoBaHne BbICOKONPOU3BOANTESTbHbIX
NPOMBbILLITEHHBIX CETEN

+ [MogkntoyeHune npombliwneHHon (OT) cetn k odomcHom (IT) ceTn

* YBenuyeHune SOCTYMHOCTU CETEBOW MHPACTPYKTypbl Bnarogaps
dYHKUMSM MapLupyTM3aumm

Mpoayktbl SCALANCE
XM-400, XR-500 bonee nogpobHee no cculnke
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OCHOBHbIEe NOHATUA U TEPMUHONOIUA SIEMENS
YnpaBneHue cetbio ¢ noMouwbio SINEC NMS lngenuity for Life

Bo3moxHocTtn / dyHkumum — cootsetcteme ISO mogynm FCAPS
- YnpaBreHvie aBapusimm Voo

* YnpaBrieHne HacTpomnkamm

* YnpaBrieHne CTaTUCTUKOW

* YnpasneHue npon3BoanTENbHOCTbIO
* YnpaBneHue 6e30nacHOCTbIO

MpeumyLlecTBa
* MoHUTOPUHI 60MbLUMX KOMMSTEKCHBIX CETEN

* HacTtpolika ceTeBon MHPACTPYKTYPbl HA OCHOBE NpaBun

* Buayanmnsaumnsa cetn onsg MOHUTOPUHIa NpPorpaMMHbIX HACTPOEK

* WMcnonb3oBaHue B NobbIX OTpacnsax NPOMbILLIEHHOCTH

* [lpocTasa nHTerpauma HoBbIX CETEBbLIX YCTPOUCTB

* 'mbkoe macwTabupoBaHue ceTu ¢ 6OMbLIUM KONMYECTBOM YCTPOUCTB
* YnpaBneHue CyLLleCTBYHOLWNMU CETEBLIMU YCTPOUCTBAMM

* OdPEeKTMBHOE yaaneHHoe ynpaBreHne CeTbio

-

bonbue I/IHCbOpMaLI,I/IVI O cucrtemMe ynpasrieHund

cetbio SINEC NMS MO»HO HaUTK MO CCbIfKe
WWW.siemens.com/sinec-nms

NMoppepxka npoaykroB SCALANCE
X-200Y, XB-200, XC-200, XF-200Y, XF-200BA, XP-200, X-300V, XR-300Y,

XR-300WG, XM-400, XR-500 NMpoGHasa Bepcus aocTtynHa no ccuinke

1) B aaHHbIX NUHEKaX NoaaepXMBaeTCs TONbKO MOHUTOPUHT 1 06HoBMNeHue MO
Ynpasnsemsble Layer 2/3 npombiwineHHble Ethernet kommyTtaTopbel SCALANCE X

Unrestricted © Siemens 2019
Page 7


http://www.siemens.com/sinec-nms
https://support.industry.siemens.com/cs/document/109762387/sinec-nms-v1-0-software-(including-21-day-trial-license)-download?dti=0&lc=en-WW

OCHOBHbIe NOHATUSA U TepMUHOIOrUs
PROFINET

Bo3moxHocTn / pyHKLUM
* MNoppepxka pasnuyHbix pyHkumn PROFINET, Hanpumep Media Redundancy
Protocol (MRP), HasHauyeHne PROFINET nmeH (device name) u 14.

+ Ceptudukauma PROFINET 1 nogaepxka pasnuyHblX KnaccoB COOTBETCTBUA:

CC-A, CC-B, CC-C (IRT kommyTaTOphbI)

MpenmywiectBa

+ lNpocTas nHterpaumnsa B npomMblieHHoe o6opyaoBaHMe N ceTb NpeanpuUaTUS
onarogaps nogaepxke npotokona PROFINET

* UeHtpanunisosaHHas PROFINET HacTtponka n PROFINET guarHocTuka,
Hanpumep ¢ nomoubto STEP7 / TIA Portal

NMoppepxka npoayktoB SCALANCE
X-200Y, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500 bonee nogpobHee no cchiike
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SIEMENS
Ihg,eb\uffy-for(/t‘ft

QO

PROFldrive

PROFINET
nodes
v

PROFlenergy

PROFIsafe

POCT NPOMBILLMEHHbIX YCTPOWCTB C PA Profil 3.02

nogaepxkon Ethernet / PROFINET

Crtatuctuka 2018 ropa: yctaHoBneHo 6onee
26.0 MNH noneBbIX ycTpoUcTB ¢ noaaepxxkon PROFINET

1) kpome X-200RNA
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OCHOBHbIE NMOHATUA U TepmMmuHorInorumsa

AHanu3 ceTeBbIX AaHHbIX SIEMENS
Ihg,eb\uf\y-for(/r‘fa

Bo3moxxHocTn / hyHKLUMM

* 3epkanvpoBaHue JaHHbIX B ABYX HanpasfieHUsIX (B TOM vucre
HEKOPPEKTHbIX)

* MOHUTOPWHT 1 geTarnbHbIN aHann3 3epKanmMpoBaHHbIX JaHHbIX

B S s
P

[SIEMENS
™

MpeumywiecTBa

* [MpeankTMBHaA aHanNUTUKa ynydwaeT ANarHOCTMKY CETU U CHUXKAET BpeEMS
NMPOCTOSA NPOMBbILLIIEHHOrO 060pPYA0OBaHMS

 [eTanbHbIi aHanM3 CeTEBbIX AaHHbIX 1 onpedeneHne owmnbokK 4o Toro, kak
OHW HaBpeaAT paboTe NPOMbILLIEHHOrO 060pyAOBaHMS U HapyLiaT paboTy
npeanpusaTms B LEeNom

* [lpocToe nogknoyeHne, KOMNaKTHbIA pa3Mep 1 BO3MOXHOCTb YCTAHOBKM Ha
cteny un penky (DIN, S7-300, S7-1500)

* Ncnonb3oBaHue B Ethernet cetax

* cnonb3oBaHue B onacHbIX 30Hax (Zone 2)

MpoaykTbl

SCALANCE TAP104, BUS ANALYZER AGENT X200, XM400 n nporpammHoe
obecnevyeHne gns aHanusa gaHHbix BUS ANALYZER SCOPE.

MoapobHee no cchisike

Unrestricted © Siemens 2019
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https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/scalance-tap104.html

CoaepxaHue

QB E BB B0NA

OCHOBHbIE NOHATUA U TEPMUHOSTOTUS
OnucaHne annapaTtHbIX BO3MOXHOCTEN
OnuncaHne nporpaMmMHbIX BO3MOXHOCTEN
[MpoaykTel SCALANCE X

[TpumMepbl NPUMEHEHNSA

[MpumeHeHne — Otpacnu / NpoMbILLNEHHOCTb
NHdopmauma onga 3akasa

[Moooepkka
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MpoTokon peanbHoro BpeMeHu Isochronous Real Time (IRT) SIEMENS
Ihg,eb\uffy-for&‘ft

Bo3moxHocTn / PyHKLUM
IRT = Isochronous Real Time
CnHXpoHM3aUKnsa gaHHbIX
RT kagpbl Bceraa nmetot npuoputet (no cpasHeHuto IDP/IP kagpamu) I RT ¢yHKu UOHan
3apesepBUpOBaHHbLIN KaHan ansa nepegayv IRT kagpos
ASIC cemenctea ERTEC (Enhanced Real-Time Ethernet Controller) ¢ (3 deyx HanpaeneHunx)
noaaepXkon NpoTokosioB peanbHoro sBpemenn (RT u IRT) n TexHonormm ans
NMHTerpauum B cnctemol ¢ nogaepxkon PROFINET
Moapepxka 6eclioBHoro pesepsupoBaHus Media Redundancy with Planned
Duplication (MRPD)

&

MpeumywiecTBa
Moooepxka BpeMeHu Lmkna onpoca Ao 125 MKC ¢ TOYHOCTbLIO pKNTTEepa
MeHee 1 MKC (ansi KOHTPOSISi NPMBOAOB B MPOMbILLSIEHHbLIX CTAHKaX)
PaboTta 6e3 ocTaHOBKM faxe B crnyyae obpbiB kKabengd

BbiOeneHHas nosoca ons IRT

Mpoayktbl SCALANCE
X-200IRT, XF-200IRT, XF-200BA IRT bonee nogpobHee no

Ynpaensiemble Layer 2/3 npombiwneHHble Ethernet kommyTtatopsl SCALANCE X
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OnucaHue annapaTHbIX BO3MOXHOCTEM
Power-over-Ethernet (PoE)

Bo3moxHocTn / PyHKLUM
PoE = Power-over-Ethernet
Mepegava gaHHbIX U NINTaHMS N0 OAHOMY MegHOMY Kabento
HacTtpowka ynpaBneHue nutaHue yCTPOUCTB
[ocTynHble cTaHgapTel POE:
PoE: IEEE 802.3at Type 1 (Makc. MOWHOCTb Ha nopT: 15.4 BT)
PoE+/PoE Plus: IEEE 802.3at Type 2 (Makc. MOLLHOCTb Ha nopT: 30 W)

MpeumywiecTBa
OKOHOMMS NMpu YCTaHOBKE M Npoknagke kabens
He TpebytoTca 4ononHUTENbHbIE UCTOYHUKN NnTaHus (kpome XM-400)
OnTtumanbsHoe ncnonb3oBaHne goctynHoro PoE GooxkeTa

SCALANCE product lines

X108PoE, XP-200PoE, X-300PoE, XM-400PoE, XR-500PoE
[MoapobHee no cchuiike

Page 12
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m Industrial Ethernet
H Industrial Ethernet ¢ nopgaepxkon Power-over-Ethernet (PoE)
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
Enhanced Environmental Conditions (EEC) lngenuity for Life

Bo3moxxHocTn / hyHKLUMM

+ EEC = Enhanced Environmental Conditions

+ EEC mogenu nogaepxusatot ogHy n 6onee puamnyeckyto ocobeHHOCTL B
CpaBHEHUWN CO CTaHAAPTHLIMK MOAENSIMU

* PacwwupeHHbI anana3oH paboyen temnepatypsbl (0T -40°C go +85°C) .

+ CneunanbHoe NMoKpbITUE NeyYaTHoM nnaTtbl (KOHPOPMHOE NOKPbLITUE) e

Wow mow
B om

| SELECT:
if SET

|

{

MpeumywiecTBa

B 3aBMCMMOCTUN OT PU3NYECKMX XapaKTEPUCTUK U 0COBEHHOCTEN:

* [MpegHasHayeHbl 4na Hanbonee CAOXHbIX U arpeCCUBHbBIX YCITOBUI

* B yacTHOCTM npeaHasHa4veHbl A9 NCnofib30BaHNA B OTpacnsax HedTn 1 rasa,
Xene3HOOOPOXHbIX peLUeHNAX N Ha NOABWXXHOM TpaHCcnopTe

MpoaykTbl SCALANCED
+ XOO5EEC, X204RNA EEC, XF-200BA, XC-200EEC, XP-200EEC,
XR324-4M EEC lMogpobHee no cchinike

DlpumeyaHue:
* Habopbl BCTPOEHHbIX (PYHKLIMI 3aBUCAT OT NMHENKN NPOAYKTOB M OTMeYeHbl bykBamu "TS*

* SFP moaynu, megma mogynu v uHtepdericHsie mogynu (BusAdapter) Tak xxe AOCTYNHbI B UCMONTHEHUN
C KOH(OPMHbIM NMOKPbLITUE

* PacwupeHHbIn anana3oH paboyen temnepatypbl Ao +85°C (noaaepxmBaeT pabdoty oo 16 yacos). [lnanasoH pabouen
Temnepartypbl CHUXKaeTCs Npy NCnonb3oBaHun mogynen pacwupenus (-40°C go +70°C ) u SFP mogynen (-40°C go +60°C)

Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
MoaynbHoe ucnomnHeHue lngemuity for life

Bo3moxHocTn / pyHKLUM
CeTeBble yCTpONCTBA AN NPOCTON aganTaumn B nNtoOyto CETEBYHO TOMOMOMNIO

 Lupokaga nuHenka mogyribHbIX KOMMYTaTOPOB AS151 PasfiNYHbIX YCTaHOBKM
+ [nsa wkada ynpasneHus nnu ctonkn 19 gromnm.
* [Ana NnpOMBbILLNIEHHOCTM U HEBNAronpUATHLIX YCNOBUN
* HapexHoe npoMblLLNeHHOE NCMIONHEHNE NN KOMMNAKTHbIM oopMaT ¢ MUHUMabHOW
rnyGuHom

* Lunpoknin BLIBOP pasnnyHbIX NOpToB (Meana moaynm, kombo noptel, SFP
nopTbl, UHTEPKENCHBIE MOOYNN)

+ Nopaepxka pasnMyHoun cpeabl nepegadn gaHHbIX — MeaHbIn kKabenb,
ONTUYECKMI Kabenb (CTEKNSAHHbIN, NIIACTUKOBbIN)

MpenmyuwectBa

* AganTtaumsa ycTponcTBa B COOTBETCTBUSIMU C TpeboBaHMSIMU CUCTEMbI

 [NpocTou BLIOOP YCTPOMCTBA C Y4ETOM Cpeabl nepeaadn daHHbIX

 [NpocToun nepexoq ¢ MeAHOro Ha oNTUYeCcKUn kaHan (Kom6o nopT)

+ [NpocToun nepexoq ¢ 04HO TUNa oNTUYECKOro BONOKHa Ha apyron (multi-mode,
single-mode)

- bonblion Bbibop Meana moaynen, SFP moaynen n nHTepdencHbIX Moaynen
(BusAdapter)

Mpoayktbl SCALANCE
X-200RNA, XC-200, XF-200BA, XR-300WG, XR-300, X300, XM-400, XR-500

lNoARQBHessNo Cobiiue
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
Small Form-factor Pluggable (SFP/SFP+) moaynu lngenuity for Life

Bo3moxHocTn / PyHKLUM

+ SFP = Small Form-factor Pluggable SFP Modynb

+ CneumnanbHble Mmogynun ans npeobpasoBaHne INEKTPUYECKOro curHana B
ONTUYECKN n obpaTHO

* OnTunyeckme noptbl (LC)

* 'mbkocTb Bnarogapsi UICNOMb30BAHUKD CMEHHLIX MOAYNEN ; =
« CkopocTb (100 M6wuTt/c, 1 ['éut/c n 10 I'but/c) SCALANCE XR328-4C WG L
* PaccTtogaHue nepegaym gaHHbix 200 Km A

MpeumywiecTBa

* PasnnyHble Bapraumm n HaCTPOWKN ONTUYECKMX MOPTOB (HacTpouka
CKOPOCTU, KOHpUrypauumn ¢ nogaep>Xkon ogHOMOA. U MHOrOMOZ,. BOSIOKHA)

+ [opsivas 3ameHa Moayrnen: ycTaHoBKa U 3amMeHa B npoLuecce paboTbl

* [NpocToe xpaHeHne n ycTaHOoBKa CMEHHbIX Moayrien

Mpoayktbl SCALANCE
X-200RNA, XC-200, X-300, XR-300WG, XR-300, XM-400, XR-500
MoapobHee no cchisike
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
Small Form-factor Pluggable (SFP) moaynu lngenuity for Uife

Ccblika Ha |/|306pa>|<eHV|e B XOpoLleM KavyecTtBe Ccblika Ha M306Da>KeHI/Ie B XOpoLleM KayecTtBe
. e e opicl  [Flectical  |Optical  [Optical  lway
2 i 2 £ o I Mulimode | Singlemode | Twisted Pair | Multimode || Singlemode | Multimode | Singlemode | distance
£ K 2 o = £ & ‘8FP991-12 1xLC 5km
8 = Ea g 3 sis ol 2 of SFP991-112 1x LC 5km
X & ag 2 I g=2 & s g SFP991-1LD? 1% LC 26km
SFP type * x G % X x X0 X & & = 'SFP991-1LD12 1% LC 26 km
— ECEE— o : SrpotLH hie  om
SFP991-1LD? o . . . . . SFP991-T1E.LH20021 xLC 200 km
SFP991-1LDY% ot . . . . . SFP992-1Y 1xLC 750m
'SFP991-1LH+ o8 . . . . . SFP992-1+% 1% LC 2 km
SFPEO1-{ELH2002 @ . . . . . > SFP92-1LDY 1xLC 10 km
SFPg92-1% . . - . . - . . . 4 ) 0. 1))
. SFP992-1+7 . . . . ‘ . . E"f :II;PQGZ :m‘ : p— AR LG sgg :1’“
) SFP992-1LD¥ . . . . . . . . ' - SFP992-1BXMT
e SFPg2-1LDY . . . . . . . ':ﬁFPSG;zﬂB)__(_MR_" 1% LC 500 m
er SFP992-1BXMT? . . . . . . 'SFP992-iLH? 1xLC 40km
e : . . . . SFP92-1LH+Y 1xLC 70km
-1 . . L] . . . . L] - = o
SFPES2-1LH . g 5 5 5 5 : % SFPG2-1ELHY xLC 120km 3
SFP992-1ELH? . . . . . . . . i _SFP-_!-Module‘l §.
SFP+-Module® < SFP993-1 xLC 300m O
SFPe83 Al . 5 SFP993-1LD 1xLC 10km £
SEpuEds . z SFP993-1LH 1xLC 40km
- 1) Coated PCBS (conformal ) 4) Can only be inserted in SFP+ siot
= applies 1) Coated PCBs (conformal coating) 4) Can nnléhe inserted in SFP+ slot : ; Can only be inserted in SFP sio 5)  Bidirectional
2) Can only be inserted in SFP slot 3} Can only be inserted in SFP/SFP+ slot
3) Can only be inserted In SFP/SFP+ slot E) XCZﬂﬁ -2SFP only

MNpumeuanue: ans nyHkta 5 WDM SFP mogynu (BiDi) nepeatoT U NpMHMMalOT AaHHble HA PasHbIX YacToTax Mo OA4HOMY ONTUYECKOMY BOSIOKHY. [Nl yCTaHOBINEHNS COEAMHEHUSA MeXaY ABYMS YCTpOMCTBaMuU C
nomoubto BiDi mogynen Tpebytotcs pasHele SFP moaynu. Ecnv Ha ogHon ctopoHe ncnonb3dyetcsa SFP992-1BXMR, To Ha Apyrov CTOpOoHe AOSMKEH ncnonb3oBatbed SFP992-1BXMT.

Unrestricted © Siemens 2019
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https://www.automation.siemens.com/bilddb/index.aspx?gridview=view2&objkey=G_IK10_XX_10444&showdetail=true&view=Search
https://www.automation.siemens.com/bilddb/index.aspx?gridview=view2&objkey=G_IK10_XX_10442&showdetail=true&view=Search
https://www.automation.siemens.com/bilddb/index.aspx?gridview=view2&objkey=G_IK10_XX_10442&showdetail=true&view=Search
https://www.automation.siemens.com/bilddb/index.aspx?gridview=view2&objkey=G_IK10_XX_10444&showdetail=true&view=Search
https://www.automation.siemens.com/bilddb/index.aspx?gridview=view2&objkey=G_IK10_XX_10442&showdetail=true&view=Search

OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
Komb6o nopThbl lngenuity for life

Bo3moxHocTtn | PyHKLUM

+ Kom60 nopT aT10 NOpT NpeacTaBneHHbIN ABYMS MHTepdencamm — MegHbIM
NN ONTUYECKUM

+ Kom60 nopT MOXeT ucnonb3oBaTb MeHbIM UK ONTUYECKUIN Kabenb

* TosfibKo 0AUH 13 OBYX MHTEP(ENCOB aKTUBEH

Uin

MpeumywiecTBa

* 'MBKOCTb NOAKMNIYEHNSA N BO3MOXHOCTb UCMNOMb30BaTh PasHble MHTEPdENCHI

+ [opsivee OTKNIOYEHME N NOAKNIOYEHNE BO BpeEMS paboThl

+ [NlpocTtoe dhopmmnpoBaHue 3anaca CTaH4apTHbIX YCTPOUCTB,
nogaepXuBaroLLmnx pasfnmyHoe NogknoyeHmne

MpoaykTbl SCALANCE @'

XC-200, XR-300WG, XM-400, XR-500 lMogpobHee no cchisike :

NEC CLASS2
WV 2= | 416:45500-2AM2)

Unrestricted © Siemens 2019
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https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/scalance-tap104.html

OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
Mepua moaynu lngenuity for Uife

Bo3moxHocTtn | PyHKLUM

+ [Ons rmbkon nHterpaumm kommytatopos SCALANCE X B ceTeByto
MHGPACTPYKTYPY NOAAEPKMBAKOTCS CMOThI AN9 Meana Moaynen

* 2-NopToBblEe N 4-NOPTOBLIE Meana Mooy

* YacTb 2-nopToBbLIX Meava Moaynen noaaepKmearoT KOHPOPMHOE
NoKpbITHE

* MoaynbHasa KOHCTPYKUMSA U UCNOMb30BaHME Meamna moaynemn
+ CkopocTtb nepegayn gaHHbix (10/100 Méut/c n 1 I'out/c)
* Ontnyeckume (SC, LC, ST/BFOC) unun megHble (RJ45, M12) nopThl
* MopTbl RJ45 c/6e3 3aWmnTHbIX BOPOTHUYKOB
« Mogynv yonvuexns nuHin (VD) ana yBenumyeHust nepeayvm JaHHbIX

no 4- n 8-nposogHomy megHomy kabento 6onee 100 meTpos

MepgHble

SCRJ

wip =

STIBFOC SFP(LC)

("]
S
X
(%]
(V]
T
s
-
=
©)

SFP(LC)

MpeumywiecTBa

« CospgaHue pasnuyHbIX KoMOuHaLumin NopToB

 [NpocToe popmmpoBaHue 3anaca CTaH4apTHLIX YCTPOUCTB,
nogaepX1BarLLMX pasfimyHble TUMbl NOLAKMOYEHNI

SFP media modules
B (four SFP slots) are.
insertad into the device

Mpoayktbl SCALANCE B | :
X-300, XR-300, XR-500

[MpuyeyaHue: NoapobHasa nHopmaumsa o moaynax yanuHenus nuaum (VD) no cebinke 30ECH
Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
UHTepdencHbin moaynb (BusAdapter) lngenuity for Uife

Bo3moxHocTy /| DyHKUUM

* Wcnonb3oBaHna pasnuyHoun cpeabl nepeaydn naHHbiX: meab (RJ45), onTuka
(LC, SCRJ)

* MNoppepxka 0o 2 nHTepdencHobIx moaynen (4o 4 NOPTOB) Ha KaXAbIn
KOMMYyTaTop

* BapuaHTbl UICMOSTHEHUS C KOHAPOPMHbBIM NOKPbLITUEM

* Wcnonb3oBaHue nHtepdencHoix mogynen n3 SIMATIC ET 200SP noptdonuo

MpenmyuwiectBa
- Bblcokasi rMOKOCTb NoakntoYeHns bnarogaps MHTEPdENCHbIM MOOYAM WHTepdelicHbiin Moaynb MHTepdeiicHbIn Moaynb
(BusAdapter) SIMATIC BusAdapter (BusAdapter)
P BA 2xRJ45VD HA C 3alWmTHOW ckobon

* KoMnakTHbIN, MNOCKNNA KOHCTPYKTUB KOpyca 1 NPOCTOTa YCTaHOBKMU

+ lNoBTOpHOE Ncnosnb3oBaHne 2-NpPoBoAHbIX kabenen (B T.4 PROFIBUS LwinH)
bnarogaps TexHonoruu yanuHeHna nuHnm (VD) B MHTEPdENCHbIX MOOYNSAX
(BusAdapter)

* lNepepayva gaHHbIX Ao 1000 M no megHoMmy Kabento

* lMNepepaya gaHHbIX PROFINET go 300 m no megHomy kabento

Mpoayktbl SCALANCE
XF-200BA

[MpumeyaHue: MNMogpobHas nHdopmauma o Mogynax yanuHenus nuHum (VD) no ceeinke 3[ECH
Unrestricted © Siemens 2019
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OnuncaHue annapaTHbIX BO3MOXHOCTEMN
YaonuHeHue nuHum (VD)

Bo3moxHocTn / PyHKLUUM

* VD = Variable Distance

* 2-NOPTOBbLIN KOMMYTATOP C Nogaepxkon TexHonorum BroadR-Reach:
https://en.wikipedia.org/wiki/BroadR-Reach

2-npoB. kabernb 10 Mowut/c 1000 m

4-npoB.. kabenb 100 M6wuT/c 300 m

8-npoB. kabenb 100 Méwut/c 500 m
MpeumywecTBa

+ [mbkocTb Gnarogapsa NCNOMb30BAHUIO CYLLIECTBYHOLLEN KabenbHON ceTu

* lNopgkntoveHune Ethernet yctponcts Ha pacctosHun o 1000 m 1 PROFINET
YCTPOMWCTB Ha paccTosiHun 4o 500 M ¢ NOMOLLbIO MeaHOro Kabens

* 2-npos.., 4-npos.., 8-npoB. ¢ ucnonb3oaHnem Ethernet ctaHgapra, B
3aBUCUMOCTU OT CKOPOCTU U pacCTOsIHUA Nepeaadn AaHHbIX

Mpoayktbl SCALANCE
* Megwna mogynu MM992-2VD gna SCALANCE XR-300, X-300M
«  SIMATIC BusAdapter BA 2x RJ45VD HA ons SCALANCE XF-200BA

Unrestricted © Siemens 2019
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WHTepdencHbIin moayrb
SIMATIC BusAdapter
BA 2xRJ45VD HA

Meguma mogynb
MM992-2VD

SIEMENS
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ans
SCALANCE XF-200BA

ana SCALANCE X-300M un
SCALANCE XR-300



https://de.wikipedia.org/wiki/BroadR-Reach

OnucaHue annapaTHbIX BO3MOXHOCTEM
Moaynu pacwunpeHuna SCALANCE XM-400

Bo3moxHocTtn | PyHKLUM
PacwupeHne noptoBon emkoctn kommytaTtopoB SCALANCE XM-400 c
NOMOLLbIO MOAYIIEN pacLUMPEHNS Ha 8 MOPTOB KaXKabIN
Kaxgbih Mmogynb paclumpeHmst paboTtatoT C rofIoBHbIM KOMMYTaTOpPOM
MakcumarnbHasa nopToBas eMKOCTb: 24 x 1 [6uT/c nopTa

MpeumywiecTBa
PaclwmpeHne nopToBOM eMKOCTU KOMMYyTaTopa
PaclwwmpeHne nopToBOM EMKOCTU C BO3MOXXHOCTbBIO NOAKIo4YeHn PoE
YCTPOWMCTB (Hanpumep, 6ecnpoBOgHbIX TOYEK AOCTYyNa)

MpoaykTbl SCALANCE
XM-400

Page 21

SIEMENS
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PE408
C OOMOMHUTENbHBIMM

RJ45 noptamu

PE408SFP

C OOMOSTHUTENbHLIMU CriIoTaMu
ana SFP moaynen

PE408PoE

C AONOJTHUTEINTbHbIMA

RJ45 noptamu ¢ nogaep>Kkou
Power-over-Ethernet (PoE)
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OnucaHue annapaTHbIX BO3MOXHOCTEM
STP n SCP mepgua mogynu pna SCALANCE XM-400

Bo3moxHocTtn | PyHKLUM

+ Megna moaynu onga npeobpasoBaHNA 3NEKTPUYECKOro CUrHana B ONTUYECKUN
n HaobopoT

* OnTtuyeckmne ST/BFOC n SC nopThl

+ OgHOMOA0OBOE U MHOTOMOAOBOE BOSIOKHO C NOAAEPXKKON CKOPOCTEN
100 M6uT/c n 1000 Méwut/c

MpeumywiecTBa

+ PasnnyHble koHgurypauum noptoB ST/BFOC n SC (ogHomoa., MHoromog,,
nogaepkka pasnmyHbiX CKOPOCTeN nepefaya gaHHbIX)

+ [opsya 3ameHa meama mogynen (6es3 nepepsiBa paboThbl)

 [NpocToe popmumpoBaHue 3anaca CTaH4apTHLIX YCTPOUCTB, NOAAEPXKMBAIOLLMX
pasnuyHble TUMbl NOOKTHYEHUN

Mpoayktbl SCALANCE
XM408-4C (BapuaHTbl C AONONHUTENbHLIMU MOAYNAMM)

Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
3awmTa oT nbinu v Bnaru (IP) — TnbI 3aWmnTbI lngenuity for Life

Bo3moxHocTtn | PyHKLUM

 IP = International Protection

+ Knacc 3awmtbl (IP) nokasbiBaeT HAaCKOMbKO YCTPOMUCTBO 3aLLULLEHO OT
BHELLUHNX BO3AeNCTBUI (NblSb, Bnara)

 [MepBag undpa nokasbiBaeT 3aLWUTY OT MPOHNKHOBEHNSA NOCTOPOHHMNX
npegmeToB (MHCTPYMEHTA, PYK) M Mblfn B KOpMyc

+ BTopas umdpa nokasbiBaeT 3alMUTy OT NPOHMKHOBEHUS BOAbI B KOPMYC

NMpenmywectBa

+ IP20: 3awmTta oT nonagaHna NOCTOPOHHUX NpeaMeToB pasmepom > 12.5 mm
N NPOHNKHOBEHMSA NarnbLamu (yCTaHOBKa B LUKad)

« |P30: 3awmTa OoT nonagaHusi MOCTOPOHHUX NPeaMETOB pa3mMepomM > 2.5 MM U
NPOHMKHOBEHUSI MIHCTPYMEHTOM (yCTaHOBKa B LLKad)

+ IP65: lNonHaga 3awwmnTa OT KOHTakKTa, MbiNiv 1 3aLuuTta OT BOAAHbLIX CTPYU

« IP67: lNonHaga 3awwimnTa OT KOHTaKTa, MbiNv N KpaTKOBPEMEHHOE MOrpy>XeHne B | 4
BoAY Ha rmybuHy oo 1 meTpa

Mpoayktbl SCALANCE

IP20: XB-200, XC-200, XF-200, XF-200BA, X-300, XR-300, XM-400, XR-500
IP30: X-200, X-300, X-300EEC, XR-300WG
IP65/67: X-200 IRT PRO, XP-200 (Tonbko IP65) > Gonbiue UHDODMAaLUU MO CChbKe “~

Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEM
KOHCTpYKTUBHOE UCMOSTHEHNe

Bo3moxHocTtn | PyHKLUM
BapuvaHTbl ¢ pasnMyHon rnybruHOM yCTaHOBKM
BapuaHThbl ¢ pa3nnyHbiM pacrnonoXxeHnem n BBOAOM A5 NOOKTHYEHUS
YactnyHo apgantmpoBaHo nog KoHCTpykTne SIMATIC

MpeumywiecTBa
YcTtaHoBKa Ha cTeHy u penky (DIN, SIMATIC)
OnTmaneHble BapuaHTbl AN YCTaHOBKM Ha penky (XP-200), B wkad
(XC-200, XM-400), ctonky 19 aronm. (XR-300, XR-500)
HagexHbln MOHTax 6narogaps XXecTkomy MeTanindeckomMy KpensieHuto
c3aam

Mpoayktbl SCALANCE

Komnakmnsbie:. X-200, XB-200, XC-200, X-300
lMnockue: XF-200, XF-200BA

JawuwieHHbIe: XP-200

ModynbHbie: XM-400

CmoeyHbie:. XR-300WG, XR-300, XR-500

Page 24
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Bua cnepeaun Bua c6oky

XP-200

XF-200 / XF-200 BA )‘

XC-200/ XM-400

&

N e ] XR-300WG

[E[IMEEEEERES 1] XR-300/XR-500 \-I ]
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
C-PLUG n KEY-PLUG lngenuity for life

Bo3moxHocTtn | PyHKLUM

+ 3arpyska koHurypaumm n MO, 3anncaHHoro Ha moaynb C-PLUG vnu
KEY-PLUG (B 3aBUCMMOCTM OT YCTPONCTBA)

¢ C-PLUG: gocTynHbl BapyaHTbl UCMOSTHEHUSA C KOHAPOPMHbLIM NOKPbLITUEM
KEY-PLUG: aktuBaums cdoyHkunoHana Layer 3 gna XM-400/XR-500 C-PLUG

MpeumywiecTBa

* [lNpocTas 3ameHa ycTponcTs 6€3 cneumarnbHbIX 3HaHUN K 6e3
ncnonb3oBaHnA nporpammHon Hactponku (PG/PC)

* dopmaT BCTPOEHHOM NaMATU U TUM COeANHEHUS HE MOXET BbITb
MCMNoNb30BaH B YCTPOMUCTBAX APYrMx BEHOOPOB (3awuTa OT Kpaxu)

* [NpocTas yctaHOBKa B nepyaTkax

* O6HoBneHue n aktmaums MO ¢ NOMOLLIO BCTPOEHHOTO MOAYIIS

Mpoayktbl SCALANCE
X-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300, XM-400, XR-500 KEY-PLUG

lpumeyanue: VIHdopmauusa o C-PLUG 1 BapuaHTax ucnornb3osaHus B kommyTtaTopax SCALANCE X no ccblfike Hke

https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10021180?ActiveTab=2 > Eblcmpaﬂ S ldals

Unrestricted © Siemens 2019
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https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/10021180?ActiveTab=2

C-PLUG mn KEY-PLUG - npocTasi 3ameHa o6opyaoBaHusA SIEMENS
Iug,ev\uf\y-foruft

3ameHa obopyaoBaHuUsA, C KOTOPOU CNpPaBUTCA NMOOOU COTPYAHUK
+ He Tp66yI-OTCF| cneunalribHbiX HaBbIKOB OJ14 3aMeEHbI O60pyLI,OBaHVI$|
+ He TpebyeTtca nogkntoveHune Kk MK

o

Q

EEEBEPOEOD

B EEEDE
EEEEEDC D
EEEBORED

Bbixon us ctpos N3BneveHue PLUG g:h’:g:f:""e YctaHoBka PLUG 3amMeHa ycnelHa

Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEM
O6HoBneHue MO ¢ nomowbLO MOoayNA

Bo3moxHocTn / PyHKLUMU
*  [lomumo koHdpurypaumm B moaynu C-/KEY-Plug moxeT 6b1Tb 3anncaHo M0O.

3anncaHHoe MO MoXeT ObITb 3arpykeHO U aKTUBMPOBAHO B KOMMYTaToOpe
SCALANCE.

MpeumywiecTBa
« [lpocTas 3ameHa BbiLeaLwero U3 CTposa yCTpoucTBa
+  O6Hoenenue (upgrade/downgrade) n aktmuaums MO ¢ nomouwbio C-/KEY-PLUG

MpoaykTtbl SCALANCE
XC-200, XF-200BA, XP-200, XM-400, XR-500
(Bo3moxHO Tonbko ¢ C-PLUG 6GK1900-0AB10 unn KEY-PLUG)

Unrestricted © Siemens 2019
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OnucaHue annapaTHbIX BO3MOXHOCTEM

SIEMENS

KOHCTPYKTUB KOHHEKTOPOB (4111 aNeKTPU4eckux cCUrHanoB) lngenity for life

Bo3moxHocTtn | PyHKLUM
TexHonorns 6uICTPOro MOHTa)Xa NPOMbILLITEHHbIX
Ethernet koHHekTOpOB — FC (FastConnect) ot SIMATIC NET
Tunbl KOHHEKTOPOB N UX MPUMEHEHNE:
RJ45 (onst NpOMBILLNEHHOCTU B YCNOBUAX OFPaHNUYEHHOIo NPOCTPaHCTBA)
M12 (ycTaHOBKa BHe LiKaga aBToMaTuky 6narogaps BbICOKOMY Kraccy
3awmTbl OT Nbin 1 Bnaru IP65/67)

MpeumyllecTBa
MeTannuyeckun omkcupyoLwmmn a3bliHok RJ45 KOHHEKTOpa He NnoMaeTcd
CneunanbHas TexHosnorus 6eicTporn obpeskn n obxmnma (FastConnect)
[MpocTon MOHTaX KOHHEKTopa Bnarogaps LLBETOBOW MapKUPOBKU KOHTaKTOB
N OTCYTCTBME OTAENbHbIX MENKUX AeTanewn
AnuTenbHaga akcnnyaTaums (NOBTOPHbIA 06XXUM N MOHTaX kabensi B OAuH
KOHHeKTOop Ao 10 pa3)
PasnunyHble BapmaHTbl NpuMeHeHns (4n4a nepegadn JaHHbIX n POE)
Moaaepxka pasnunyHblix ckopocten (10/100/1000/10000 MéuT/c)

Page 28
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https://youtu.be/XQjVYFMR8Mk
https://youtu.be/9e4G5DPPXHM
https://intranet.industry.siemens.com/mpm-sim/view/Default?q=099397bd979a49fab708ffbdd4370c2e

OnucaHue annapaTHbIX BO3MOXXHOCTEN

SIEMENS

KOoHCTpPYKTUB Kabenewu (Onsa anekTpuyecKnx CUrHasos) lngenuity for life

2x2 | 4x2 mepHbIN Kabenb
2X2 npoBoga Anga ckopoctn nepegayvn 10/100 Méut/c
4x2 npoBoga ans ckopocTtu nepegaym 10/100/2000/10000 M6uT/c

MegHas BuTas napa
MepgHas BuTast napa gnsa nogkntoyYeHns NPOMbILLSIEHHbLIX YCTPOUCTB

NMoe3pna (»kene3HOAOPOXHbIE MPUMEHEHUA)
Bes BbigeneHns abima, 6€3 BblaeneHns ranoreHa, BbiICokasi CTOMKOCTb B

BO3EVNCTBUIO Macern, ropto4mx 1 CMa3o4HbIX Matepuarnos B COOTBETCTBUM C
EN 50306-4 (724/100°C, IRM 902, 1684/70°C, IRM 903)

Mopckoe npumMmeHeHue (Kopabnu n HagBoAHbIe NnaTgopMbl)
PacnpocTtpaHeHne nnameHn B cootBeTcTBMM ¢ MOK 60332-3 (Cat. A)
CooTBeTcTBME MOpCKUM cepTudukatam BV, DNV, GL, LRS

3aBoackas BUTaAa napa
3aB0oACKOM MOHTaX KOHHeKTopoB 2 X FC RJ45 (Bbixog 180°), BapmaHTbl C
pasnn4yHoOn ONVHOM
BbicTpoe noagkntoyeHne, oTCyTCcTBME OLLUMBOK KPOCCUPOBKN N OBXUMKN
KOHTaKTOB B KOHHEKTOpEe (NpOoTeCTUPOBaHO Ha NpoussoacTsee) (26 AWG)

Bumas napa —

2X2

Bumas napa
4x2

3aeo0ckas
eumasi napa
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OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
KOHCTPYKTUB KOHHEKTOPOB (AN ONTUYECKMX CUrHaroB) lngenuity for Uife

Bo3moxHocTtn | PyHKLUM
TexHonorns 6uICTPOro MOHTa)Xa NPOMbILLITEHHbIX
Ethernet koHHekTOpOB — FC (FastConnect) ot SIMATIC NET

Tunbl ONTUYECKNX KOHHEKTOPOB:
ST/BFOC (MHTepdencbl CoO CKOPOCTLIO Nepeaayun gaHHblx 4o 100 MéuT/c)
SC (MHTepdEeNChl CO CKOPOCTbIO Nepeaayvn aaHHbIx 4o 1000 MéwuT/c)
LC (npuHagnexart K rpynne "Small Form Factor” (SFF) koHHekTOpOB,
Onaropapsa KOMNakTHOMY pa3mMepy ucnonb3yrTca B SFP Mmoaynsax,
B TOM 4Yucrie paboTtarowmx Ha ckopoctu 10 Fomr/c)

MpeumywiecTBa
Bonbluee paccTosHWe nepefayn JaHHbIX
HeBocnpunmumBocTb B OM nomexam

MpocnywmnBaHne 1 NnepexeaTt AaHHbIX, NepeaaBaeMblX No ONTUYECKUM
KaHanam, 4OCTaTO4YHO 3aTPyaHUTENbHO SC (SM
Co3aaHune BbICOKOW NITOTHOCTU NOAKMOYEeHUs brnarogapst KOMNakTHOMY ( )

pa3aMepy KOHHEKTOPOB ST/BFOC

Mpumeyarnue: ONTNYECKUIA KaHaN SOMKEH NCNONb30BaTb OANHAKOBbLIE TUMMbI KOHHEKTOpOB, O4VWHAKOBYO OJIMHY BOJIHbI,
CKOpPOCTb Nepenayvn gaHHbIX U TUN oNTU4eCKOro BOJIOKHa (O,D,HOMO,CI,. mnm MHOFOMOLI..)
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OnucaHue annapaTHbIX BO3MOXHOCTEM
Tunbl oNTUYECKUX Kabenew

CreknoBonokHo (FO, Fiber Optic)
+ CTeKknoBOOKHO 4S8 nepegayn Ha ANUHHbIE PacCTOSHUSA

MNMnactukoBoe cteknoBonokHo (PCF, Polymer Cladding Fiber)
* [MnacTnkoBOe CTEKITOBOSIOKHO ANs nepeaaym Ha KOpoTKME pacCTOAHNUSA
* => paccTtodaHune nepenayu gaHHbix o 100 meTpos

NMonumepHoe BonokHo (POF, Polymer Optical Fiber)
+ lNnacTMkoBOE NONMMEPHOE BOMOKHO ANS nepeaayn Ha KOpoTKMe pacCTosiHUSA
* —> paccTosHKue nepenayun gaHHblx 4o 50 meTpoB

MHoromopoBbin pexum (MM, Multimode)

* OnTnyeckni kabernb CO CTEKNSAHHOM XUNon gnameTpom 50 MKm
« OTpaxeHue (pedpakuus) npu nepegavye CBETOBOW BOSHbI

* —> paccTodHue nepefayun gaHHbIX O 5 KMnoMmeTpos

OaHomopoBbIN pexum (SM, Singlemode)

* OnTnyeckmi kabernb CO CTEKNAHHOM XWUMON AnamMeTpom 9 MKM
* Het oTpaxeHusa (pedpakunn) npn nepegavye CBETOBOM BOSIHbI
* = paccTodHue nepegaym gaHHbix 4o 200 KnnomeTpos

Unrestricted © Siemens 2019
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https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html

OnucaHue annapaTHbIX BO3MOXHOCTEN SIEMENS
CneuunanbHbIN KOHCTPYKTUB NMOPTOB lngenuity for Uife

3aWwmnTHbIe BOPOTHUYKU

« XKecTkasa domkcaumsa v 3awurta ot 3anomoB RJ45 KOHHEKTOpA C MOMOLLLHO
3aLUUTHbLIX BOPOTHUYKOB

* 3alnTHbIe BOPOTHUYKM N TexHornorus Fast Connect oTnMYHO coveTaroTcs,
obecneuymBalo HagEXHOCTb U MPOCTOTY NMOAKITHOYEHUS

* MpeunmywectBa: PrkcupyroLme A3bIYKN HE NoMaroTcs — Ceblfika HUXKE:
https://youtu.be/[OcSIJhuF2EM

KoHconbHbIN nopT
* Twun coegnHeHnus: nocnegoBarterbHbIV NOPT (Hanpumep RJ11)

* lNogkntoyeHne K yCTPOUCTBY M AMarHocTuka ¢ nomoLubto CLI 6e3 HazHavyeHus
IP agpeca

CurHanbHbIN KOHTaKT

* Twun coegnHEeHNs: 3aXKMMHOWN KOHTaKT

+ OnoseLleHne 06 owmnbkax No coobITUAM:
+ [loTeps coeanHeHns Ha nopTy CuzHanbHbIi
 [MoTepsa NUHMM NUTaHUA konmakm

Unrestricted © Siemens 2019
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https://youtu.be/jOcSJhuF2EM

OnucaHue annapaTHbIX BO3MOXHOCTEM
CKopocCcTb nepenaym AaHHbIX

Bo3moxHocTtn | PyHKLUM
CKopoCTb Nepefayun gaHHbIX onpeaenseT Kakon 06beM AaHHbIX MOXET
ObITb NepefaH B eANHULY BpEMEHU
CKkopocTu nepefadn gaHHbIX:
100 M6uT/c = Fast Ethernet
(4-npoB. MmegHbIN Cat 5 nnn 2-nNpoB. onTuyecknin kabernb)
1000 M6uT/c = Gigabit Ethernet
(8-npoB. MmegHbIN Cat 5e nnn 2-NpoB. onTn4ecknin kabenb)
10 6uTt/c = 10G Ethernet
(8-npoB. megHbIN Cat 6, Unn 2-NpoB. ONTUYECKU Kaberb)

MpeumywiecTBa
FastConnect: Pasnu4yHble BapnaHTbl Kabenen n KOHHEKTOPOB OS5
NPOMBbILLIIEHHOIO NPUMEHEHNS
AemocoenacosaHue: [1pn ncnonb3oBaHUM MeOHbIX MOPTOB CKOPOCTb
nepefayun gaHHbIX HacTpanBaeTcsl aBTOMaTUYECKU
(Hanpumep: nopt 100 M6uTt/c + nopT 1000 M6uT/c = 100 M6uT/C)

lpumeyaHue: 10 M6uT/c - 6a3oBas CKOPOCTb NepeAayn AaHHbIX Angd ctaHgapta Ethernet Ha gaHHbI MOMEHT
npakTU4YecKkn He NCNonb3yeTcs
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CoaepxaHue
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OCHOBHbIE NMOHATUA U TEPMUHOSTOMNA
OnucaHne annapaTHbIX BO3MOXHOCTEN
OnucaHue nporpaMMHbIX BO3MOXHOCTEWN
[MpoaykTel SCALANCE X

[TpumMepbl NPUMEHEHNSA

[MpumeHeHne — Otpacnu / NpoMbILLNEHHOCTb
NHdopmauma onga 3akasa

[Moooepkka
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN SIEMENS

Pe3sepBupoBaHue lngenuity for Life
Bo3mMOXHOCTH /| DYHKLMM Pe3epBupoBaHue cetu
B uenom onpegenset TeXHONOrM4eCcKyto BO3MOXHOCTb UITN LOMNOSHUTESIbHbIE A Pesepauposanue B: kontuesoe C: Pesepauposanme

coeAuHeHui pe3epBUpoBaHue CermMeHToB CeTu

pecypchbl, KOTOpblE HEe 3a4eNCTBYIOTCS NPU HOpMarnbHOW paboTe ceTu 1

B cnyyae aBapun 1 Bbixoga U3 CTPOSt OCHOBHOIO YCTPOWCTBA, pe3epBHOe

YCTPOWCTBO NPUHMMAaET Ha cebsl OCHOBHbIE (PYHKLIMM U BKMOYaeTcs B paboTy

PasnuyatoT criegyolime TUnbl pe3epBrUpoBaHUS: Pe3epBUpOBaHNE CUCTEMBI

PesepeupoeaHue cemu
Pe3epeupoeaHue cucmemsbi

g
MpeumywiecTBa 0
Yny4ywaeTt JOCTYMHOCTb
y . Onucanve npotokona | Cokpawenue |Onmucanve |
B cnyyae eguHndHon aBapun (B 4aCTHOCTU MHOXECTBEHHbIX aBapui) Link aggregation LAG IEEE 802.1ad
Spanning Tree Protocol STP IEEE 802.1d
beHKLl,I/IOHI/IpOBaHVIe CNCTEMbI He HapyLLlaeTCﬂ Rapid Spanning Tree Protocol RSTP |IEEE 802.1d-2004
RSTP Big Network Support SIEMENS proprietary
OpraH n3auuna n Tun pes3epBmnpoBaHnsA Nno3BoOJIAKOT CYAUTb O CTENEHNU ) Enhanced Rapid Spanning Tree eRSTP SIEMENS proprietary
Il Multiple Spanning Tree Protocol MSTP IEEE 802.1s
COXpaHeHVII/I q:)yH KLI,I/IOHaJ'Ia CncteMbl B CJ'Iy‘-Iae aBapI/II/I §’ High Speed Redundancy HRP SIEMENS proprietary
Standby link SIEMENS proprietary
Media Redundancy Protocol MRP IEC 62439-2
Media Redundancy for Planned Duplication MRPD IEC 61158
Parallel Redundancy Protocol PRP IEC 62439-3 clause 4
High Availability Seamless Redundancy HSR IEC 62439-3 clause 5
B Routing Information Protocol RIP RFC 1058 (RIP V1)
% Open Shortest Path First OSPF RFC 2328
@ Virtual Router Redundancy Protocol VRRP RFC 5798
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Pe3epBupoBaHMe yCTPOUCTB U COeAUHEHUN lngenuity for Uife

Bo3moxHocTtn | PyHKLUM
* Pe3epBupoBaHune coegnHeHun aTo co3gaHune n3bbITOYHbIX COEQNHEHUI MEXAY Pe3epBnpoBaHne COeqUHEHNM:
YCTPOMCTBaMM, KOTOPLIE HE aKTUBHbI NPXU HOpPMaribHOM paboTe CUCTEMBI.
AHaNorM4yHo ¢ pesepBnpoBaHNEM YCTPONCTB — fobaBNsaTCA pe3epBHbIe
YCTPOWMCTBA, KOTOPbIE BKMAOYaTCSA B paboTy B Criydae BbiIxo4a U3 CTPos

OCHOBHbIX.

 LupokoBellaTenbHble Kagpbl OTNPaBAATCA Ha BCE NOPTbl KOMMYTaTOPOB
- [pn aTOM NosABNEHME NETNN HE NPUBOAUT K 3aKOSbLIOBbIBAHWUIO
LLMPOKOBELLATESNTIbHOrO Tpadmka 1 NOABMEHNIO LLUMPOKOBELLATENBHOIO
LUTOPMa, KOTOPbIA Neperpy>Kaet pecypcbl KoOMMmyTaTopa n AenaeT ceTb
HepaboTocnocobHom!

MpeumywiecTBa
* Cucrtema coxpaHsieT nosiHyto paboTocnocobHOCTb NpU NoTepe CoeanHEHNS
* HacTpouka pesepBupoBaHue NpeaoTepaLlaeT nosiBrieHmne netenb

MpoaykTtbl SCALCNE
X-200Y, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,XR- .. PesepBHoe coeanHeHue
300WG, XM-400, XR-500 —

PesepBHOEe yCcTponCTBO

DK X-200RNA
Unrestricted © Siemens 2019 pome X-200
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Pe3epBupoBaHue cetu lngenuity for Life

Bo3moxHocTn | PyHKLUUM

B cnyyae aBapum / notepmn coegmMHeEHNs OCHOBHOE yCTpoucTBO (RM,
Redundancy Manager) nepeknioyaeTcs Ha pe3epBHOE COeaVHEHNE U
nepecTpanBaeT TONOSIOrMI0 CeTn
OAHO 13 YCTPOUCTB BbINOSTHAET OCHOBHYO posb (RM)
CKOpOCTb NepecTpoeHus cetu (KonbLo), 0BHOBNEHNE TONONOMMN CETU 1
oBHOBIIEHME HACTPOEK BCEX YCTPONCTB CETU 3aBUCUT OT UCMONb3YyEMON
TEXHONOrnN pe3epBMpOBaHUS
TexHOnormm KonbLeBoro pe3epBMpOBaHUS:

High Speed Redundancy Protocol (HRP)

Media Redundancy Protocol (MRP)

MepekntoyeHne
Ha pe3epBHoe I_ : ‘

coeanHeHue ==
MpenmywectBa:

ABTOMaTHN4eckoe nepecrtpoeHune Tonosiornn B criydae rnotepm coeanHeHunA l ‘l

Oxnpaemoe BpemMA BOCCTaAHOBJ1EHUA B Cllydae aBapumn / pa3pbiBa

COeNHEHUS:
Bpems BoccTtaHoBneHuns <300 mc (HRP) 5 ]

Bpems BoccTaHoBneHus <200 mc (MRP)

EPROFINET
Eindu sirial Fihemet

Mpoayktbl SCALANCE
X-200Y), XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500 1 Kpome X-200RNA
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN
TexHonorua MRP-Interconnection

Bo3moxHocTn | PyHKLUM
TexHonorna MRP-Interconnection 3To paclumMpeHne TEXHOMormm

pesepBupoBaHmsa Media Redundancy Protocol (MRP), oHa onucaHa B
ctaHpgapte MOK 62439-2.

TexHonorna nos3songaeT coeanHAaTb ABa MRP konbua

[Ans coeguHeHna MRP konew Heobxoanmo ogHo yctponcteso MRP
Interconnection Manager (MIM) n Tpn MRP Clients (MIC).

Korga MIM y3HaeT npo paspbiB OCHOBHOIO COeAMHEHNS, OH aKTUBUPYET

pe3epBHOE COeQIMHEHME U TOMONOrns nepectpansaeTcsa B o6omx MRP
KonbLiax

MpenmywectBa
ABTOMaTN4ECKOE NEPECTPOEHNE TOMOSIOMMM NPU NOTEPE OCHOBHOIO
coegmHeHus mexagy MRP konbuamu
ABTOMaTN4YeCcKoe rnepecTpoeHne BCen ToNosorMm B cny4vyae paspbisa B
ogHom n3 MRP koneyn,
bbicTpasi guarHocTuka u peakuma Ha aBapum U NOTepun COeaNHEHUIN
Bpemsa BocctaHoBneHunsa < 200 mc

Mpoayktbl SCALANCE
XM-400 n XR-500 (B Bepcusix MO V6.2)

lpumeyaHue: Bce ycmpotcmea coeduHsowue MRP konbuya domkHbl noddepxxusams MRP interconnection.
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Pe3epBHOe coeauHeHue (Standby link) lngenuity for Life

Bo3moxHocTtn | PyHKLUM

PesepBHoe coegunHeHune (Standby Link) ncnonbsyetca ana coegMHeHns AByxX
High Speed Redundancy Protocol (HSR) koneu. [1Ba kommyTaTtopa U3 O4HOro
KONnbLa Ha3HavyalTCAa Kak pesepBHble ycTponcTea (Standby-Master, Standby-
Slave). YctponctBa obmeHuBatoTca nHdopmaumen, Standby-Master
aKTMBMpPYET OCHOBHOE coeanHeHune, a Standby-Slave BpemeHHO 6nokmnpyeT
pe3epBHOE COeANHEHNE AN NpeaoTBpalleHns neTnu. B cnyyae aBapum nnm
obpbiBa OCHOBHOro coeanHeHus Standby-Slave aktusupyeTt pesepBHoe
coeanHeHne n 0GHOBMSET TONOSOIMIO B TEYEHNE BPEMEHW BOCCTAHOBMNEHUS.

MpenmywectBa Standby-
ABTOMaTUYeCKOoe BOCCTaHOBMEHNE CBA3M N NepecTpOeHne TONonormm npu master
aBapun unn paspbiBe OCHOBHOIO CoeANHEHUS
BbicTpas gnarHocTuka 1 peakums Ha aBapum U NOTepu coeguHEHUn
Bpemsa BocctaHoBneHusa < 300 mc

Standby-
slave

Mpoayktbl SCALANCE ‘
X-2009, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300, EJ
XR-300WG, XM-400, XR-500 04

1) Kpome X-200RNA
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN
TexHonoruu pesepsupoBaHmna STP/RSTP

Bo3moxHocTn | PyHKLUM
B ceTax ¢ bonblunm KonmyecTtsoM n3bbIToYHbIX coeanHeHun STP/RSTP ansa
npenoTBpaLleHnsa neTenb OCTaBNsAET TONbKO OQHO COeANHEHNSA N BNoKupyeT
BCe M3bbITOYHbIE (PE3EPBHbLIE) COEANHEHUS
TexHonornu pesepsupoBaHusa Spanning Tree:
Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP),
Multiple Spanning Tree Protocol (MSTP), Passive listening (PL)

MpeumyliecTBa
Bpemsa BocctaHoBneHus 30 ¢ n 6onee (STP)
Bpems BoccTaHoBNeHWe B TedeHne Heckonbkux cekyHa (RSTP)
Mpynnuposka VLAN ans cosgaHns Heckornbkux Spanning Tree rpynn (MSTP)
Mopaepxka ckBO3HOW nepeaaym cnyxebHbix kagpos STP/RSTP (BPDU) ans
npenoTBpaleHns netenb (Passive Listening)

Mpoayktbl SCALANCE
X-2009, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

MpumeyaHue: B xydwem criyyae HeucrnpasHocmu mexHonoauu STP/RSTP 0omkHbI 8bix0amb HEKOMOPOE 8peMST 8
coomeemecmeuu ¢ ycmaHo8eHHbIMU matlimepamu, a Momom obHoesimb u nepecmpausams MAC mabnuuy. OxudaHue
moxxem cocmasumb 30-40 cekyHO (STP), Heckonbko cekyHO (RSTP)

Ethernet

Industrial
Ethernet

SIEMENS
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f = forwarding
b = blocking

1) Kpome X-200RNA
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Pe3epBupoBaHue ¢ NOMoOLbI TeXHonorum RSTP+ lngenuity for Life

Bo3moxHocTn | PyHKLUM
Pe3epBupoBaHHoe nogkntovyeHmne MRP koneu B RSTP ceTb

@ CoepguHeHmne Heckonbknx RSTP ceTen Yyepe3 MRP konbLo

@ PesepBupoBaHHoe coegnHeHne MRP koney

MpeumywiecTBa
Bonee 6bicTpoe BoccTaHoBNeHNe RSTP+ cermeHTa B criyyae aBapuu, Tak
kak MRP konbuo paboTtaet 6bicTpee RSTP
Pe3epBupoBaHHoe nogkntoyeHne Heckornbknx MRP konew Yepe3s RSTP+:
B konbueBbix Tononorna ¢ npumeHeHmem HRP pesepsupoBaHHoe
coenHeHne BO3MOXHO Tonbko mexay HRP konbuamu ¢ ucnonb3oBaHneMm
pesepBHbIX NMMHKOB (Standby Coupling/Link) (cmoTpu Crianz 35)
RSTP+ no3sonseTt opraHnM3oBbIBaTb pe3epBMpoBaHHble nogknioyeHns RSTP
ceten n MRP koneuy

Mpoayktbl SCALANCE
XB-200, XC-200, XP-200, XF-200BA, XR-300WG (Bepcus MO V4.1)
XM-400 n XR-500 (Bepcus MO V6.2)

TpumeyaHue: Bce ycTpoincTea, obecneumsatowime coeanHeHme RSTP cetv n MRP konbLa AomkHbl noaaepxunsatb RSTP+
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
BeclioBHOe pe3epBupoBaHue lngenuity for life

Bo3moxHocTn | PyHKLUM

PesepBupoBaHue ceteBoro cermeHTa (Redundant Network Access, RNA)

ABsieTCA Hanbonee HageXXHON U ObICTPOW TEXHOSOrMen pe3epBnpoBaHns Sl

6naroaaps nepeaaye Ay6nMpoBaHHbLIX AaHHBIX MO ABYM PasinyHbIM ;; ﬁg'iiity:ﬁo::'; Unicast Toacome
CeTeBbIM CErMeHTaM UNu no KonbLy B ABYX HanpaBieHUsX O ERE T
- B cnyyae aBapun / paspbiBa HET 3aep>KKN 0OYCrOBNEHHON BPpEMEHEM
BOCCTAHOBSIEHUS U NEPEeCcTPOeHMEM TOMNOSIOrmm
TexHonoruu pesepBrnpoBaHnsa ceteBoro cermeHTa (RNA):

Parallel Redundancy Protocol (PRP)

High Availability Seamless Redundancy (HSR) I
Media Redundancy with Planned Duplication (MRPD) dyHKuUnA cxoxas ¢ ﬁjiT
RNA ctaHgapTtusoBaHHas PNO (PROFINET organization) :

MpeumywecTsa e @ E}
HyneBoe Bpemsi BoccTaHOBNeHWst Gnarogaps nepenade Ay6nmMpoBaHHbIX A -
KaJpOoB MO ABYM HE3aBMCUMbIM CeTeBbIM cermeHTam (PRP) i ":( ;E(‘f’ P_J[B'Frame] 1L s
HyneBoe BpeMsi BOCCTaHOBNEHWs1 Gnaroaaps nepegaye Ay6nmpoBaHHbIX ( = )

Mpoayktbl SCALANCE
PRP/HSR: X-200RNA
MRPD: X-200IRT, XF-200IRT, XF-200BA IRT

-
- e - =
KagpoB Mo KosbLly cpasy B AByx HanpasneHmnax (HSR n MRPD) E @ @ -;‘ [
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN
Pe3epBupoBaHue cuctemMbl

Bo3moxHocTtn | PyHKLUM
PasnunyHble peanusauum pesepBmpoBaHus cucTeMbl (MpUMepsbI):
YcTtponcTteo S1: HepesepBupoBaHHbIN NAPY noaknoyeHHbI k ogHomy ARD
YcTponcTteo S2: HepesepBupoBaHHbIM NAP noakrtoveHHbIn K AByMm AR
YcTtponcTteo R1: pesepsupoBaHHbin NAP noaknoyeHHbIn K AByM AR
YcTponcTteo R2 : pesepBupoBaHHbin NAP nogknoyeHHbIn K AByM AR
(C ucnonb3oBaHNEM pe3epBUPOBaHNA CETU)

PesepBupoBaHue cuctemsl (R1 system redundancy) (npumep):
OpauH pesepsupoBaHHbii NAP (Hanpumep SIMATIC ET 200SP HA)
nogkntoyeHHbin k aBym H-CPU (Hanpumep SIMATIC S7-400H)

MpeumywiecTBa
OTcyTcTBMe NPOCTOA NPOU3BOACTBA B Criyyae oTkasa/aBapum
PesepBupoBaHne cuctemsl U CETU OOHOBPEMEHHO
BonbLuon BbI6Op peLleHnit n yCTpomB B 3aBUCUMOCTU OT TpeboBaHum
CospaHue HagexHbIX 1 6e30TKasHbIX CUCTEM

MpoaykTtbl SCALANCE
Yctpounctea S2: XC-200, XF-200BA, XP-200

PasnuyHble peanusauumn
pe3epBUPOBaAHUA CUCTEMbI

YcTtpowncteo S1

YcTponcto S2

AR

NAP

1*AR,
OavH. NAP

Yctpownctso R1

ARa ARb

NAP

2*AR
OavH. NAP

YcTtponctso R2

N N MRe A
ARDb
ARa ARDb
ARal ARd
NAP | NAP.
NAPA NAPB A B
2 * AR Ha kaxa. NAP 2 * AR Ha kaxa. NAP
Peseps. NAP Peseps. NAP

SIEMENS
Il«g,u,\uffy-for&‘ft

Pe3sepBupoBaHue cuctTeMsbl
(R1 system redundancy)

Peseps. NAP
H-cPu  FIIETIL c1*AR
| AT kaxa.
ARa "ARb
Peseps. NAP
c1*ARMM

Kaxn,. |
Ycrponcteo R1

ARa/ARb

OpauH. NAP
c2*AR

YctponictBo S2 B cucteme R1

M3onsiumsa noptoB H-cermeHToB:
Mopaepxka He3aBUCUMbIX
cermeHToB ans ARa n ARb

D AR = Application Relationship; NAP = Network Access Point
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OnucaHue nporpaMMHbIX BO3MOXHOCTEN SIEMENS
Virtual Local Area Network (VLAN) lngenuity for Uife

Bo3moxHocTtn | PyHKLUM

VLAN = Virtual Local Area Network (IEEE 802.1Q)

VLAN nosBonsgeT pasgenntb PU3n4eckyro ceTeByto TOMNOSOrmo Ha
pasnun4yHble fiormyeckme nogceTu. B cetn npeanpuatmsa padboTtaroT
pasnun4yHble rpynnbl YCTPOMUCTB (YCTPOMCTBA aBTOMaTU3aunm npons3BoaCcTea,

IP kamepebl, IP TenedoHbl 1 TA.). Bce aTn ycTponcTBa MOryT UCNOSb30BaTb e Extada PEAGS T " e o
eaVHYI0 PU3nNYecKyro ceTeByto MHPaACTPYKTypy. [pn aToM rpynnbl ) ﬁ ng|| T
yCTpOWCTB ByayT pasgenieHbl IOrM4yeckn Ha pasnnyHble NOACETU U :
N3onupoBaHbl Apyr OT gpyra. -
CywecTytoT pasnuyHble Tunbl VLAN: Port-based VLAN, o ﬁﬁ'ﬂ' [;W Eﬁ E

=

|

n pe n Myu.l,eCTBa Ism.\'nc SIMATIC SIMATIC SIMATIC s;rég;]ﬂ
OrpaHunyeHne n cerMeHTUpoBaHMeE LWMPOKOBeELLaTENbHOro Tpaduka '

S57-1500 ST-1500 £7-1500 S7-300 g
N3onnpoBaHue n otaeneHne ocobo BaXHbIX 3NEMEHTOB OT OCHOBHOWN CETU
PasgeneHne gonsnyeckon Tonosiormm Ha fiormdyeckme noaceTn

MAC address-based VLAN u Private VLAN ok

HMI HMI HW HAI

=

MpoaykTtbl SCALANCE
X-200D, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300,
XR-300, XR-300WG, XM-400, XR-500

1) Kpome X-200RNA
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OnucaHue nporpaMMHbIX BO3MOXHOCTEN SIEMENS
UHchopmaumMoHHana 6e30nacHOCTb B NMPOMbILLSIEHHOCTH lngenuity for Life

Bo3moxHocTtn | PyHKLUM

* BcTpoeHHble yHKUMKM MHGOpMaLMOHHOM 6e30MacHOCTM NO3BONAOT
KOMMYyTaTopam orpaHndmBaTh A4OCTYN K UHTepdency ynpasneHns m
HaCTPOMKM C UCMNOSb30BaHNEM crieuunanbHbiX oyHKumMn (SSH, HTTPS, _
SNMPv3, Port Security) .

- B pononHeHue K 3almTe oT HeCaHKLMOHMPOBAHHOIO AOCTyNa B CaMu B
YCTPOWMCTBA, BCTPOEHHbIE PYHKLMN MHGOPpMaLMOHHON Be3onacHOCTH
No3BOSIAOT CErMeHTUPOBAaTL N 3alUuLLaTb CETb Nepeavn JaHHbIX - = “ & g * P maragamer
(VLAN IEEE 802.1Q, IEEE 802.1X, RADIUS, Broadcast/Multicast Blocking, " " prctadton o e
ACL — Access Control List)

Defense in depth Plant security

“ Physical access protection
* Processes and guidelines

* Holistic security monitoring

A MNetwork security
—a" = Cell protection and
{ perimeter network
“ Firewalls and VPN

System integrity
= System hardening

G_IK10_XX_10336

MpeumywiecTBa
+ 3aluuTa KOMMYTaTopoB, NOAKNHOYEHHbIX K HAM KOHEYHbIX YCTPOWMCTB, a Tak ™ - Ehace
K€ BCEro CETEBOro CErMeHTa B Liefniom — i A5 20 g BN of Trust

Mpoayktbl SCALANCE & Phix . . .
X-200Y, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300, L T We are signing

XR-300WG, XM-400, XR-500 —||@ B for Cybersecurity

lpumeyaHue: Habop yHKkyul uHghopmayuoHHOU be3onacHoCmMu omudYaemcs 8 3agucumocmu om rpodykmoeol IUHeUKU
Unrestricted © Siemens 2019
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OnucaHue nporpaMMHbIX BO3MOXHOCTEN SIEMENS
IEEE 802.1X / RADIUS lngenuity for life

Bo3moxHocTtn | PyHKLUM
IEEE 802.1x — cTaHgapT 4ns ayTeHTUdUKauum B KOMNbIOTEPHbIX CETAX

AyTeHTUdUKaLMA Nonb3oBaTenel ¢ NoMoLLblo daripsonna - — el L N > LAN'
RADIUS = Remote Authentication Dial In User Service UserMach Network Access Server e~
. . ser/Machine RADIUS-Client =
®dyHKuuK - ABTopusauums, AyteHTngukauyus, Ctatmuctuka (Authorization, r
Authentication, Accounting, AAA) — %_) """"""
1 %
Diameter — AAA cucTtema (BTopoe nokoneHune TexHonormm RADIUS) \k

-
g

Access-Request
MNpeumyulectBa < -
. . Access-Accept
AsTopu3saums (Authorization): YnpasneHne npaBamu 4ocTyna K CeTeBbIM o
Access-Reject
ar
pecypcaM . . Access-Challenge
AyTteHTudukauus (Authentication): NoareepxxaeHne n HasHa4YeHUe npas RADIUS-Server

nonb3oBaTtesien, NPoLLECCOB N YCTPOUCTB
Cratuctuka (Accounting): OTcnexusaHne n cbop CTaTUCTUKN
ayTeHTuukaumm nosb3oBaresien, NpoLeccoB N YCTPOUCTB

Mpoayktbl SCALANCE
X-200D, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

1) Kpome X-200RNA
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OnucaHue nporpaMMHbIX BO3MOXHOCTEN SIEMENS
OunarHocTuka lngenuity for Life

Bo3moxHocTn / PyHKLUM

* PasnunyHble pyHKUMM ONarHOCTUKMU:
SNMP, SINEC NMS, WBM, TIA Portal, CLI,
anarHoctuka BOJIC (Fiber Check), 3epkanuposaHue Tpaduka (Mirror
Ports), ceeToanoagHas nHankauma (LED), oanarHocTuka ¢ NOMOLLbHO
CUrHasibHOro KOHTakTa, AMarHOCTMKa C NMOMOLLbI MPOMBbILLIIEHHbIX
npoTokosioB (PROFINET wnun EtherNet/IP)

+ OwnarHocTtuka Ethernet gopenMoB C NOMOLLbIO CrieunanbHbIX annapaTHbIX
peweHun: SCALANCE TAP104, BUS ANALYZER AGENT

MpeumywiecTBa

 [MpegukTMBHAA aHanNUTUKa U yrnpasneHue

* ®yHKUMOHAN ANsa AMarHOCTUK OTAENbHbIX KOMMNOHEHTOB CETU N AeTanbHON
ANarHOCTUKN BCEN CETU B LIESTIOM

* [NpoBepka koppekTHOCTK paboTel BOJIC

+ DetanbHbi aHanu3 Ethernet pperimos

Mpoayktbl SCALANCE
X-200Y, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

1) .
Unrestricted © Siemens 2019 Kpome X-200RNA
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Hactpounka n obcnyxuBaHune lngenuity for life

Bo3moxHocTn / PyHKLUM
* Online Hacmpouka ycmpotucme
- C nomoubto 6bpaysepa (WBM, Web Based Management) (HTTP / HTTPS)
+ C nomMoLLbio KOHCOMK, B TEKCTOBOM (hopmaTe
(CLI, Command Line Interface), TELNET / SSH
+ C nomowbto npoTtokona SNMP (Hanpumep SINEC NMS), MIB cannsl gnsa
SNMP onpoca (SNMPv1, v2c, v3)
« Offline Hacmpolika ycmpolucme
+ C nomoubto TIA Portal

SIEMENS =¥
192.168.111.250/SCALANCE XM408-4C 211042000 00:25.47

Weicsme e SCALANCE XM408-4C

Laged

Plaase select one item ofthe meny on the et

MpeumyliecTBa
* Online Hacmpouka ycmpoucmse
* HacTtpouku npumeHsaTca cpasy U BUOHbI U3BMEHEHUS
« Offline Hacmpolika ycmpoucme
* He TpebyeTcs ycTponcTeo
+ HacTtpolika bbicTpee, Tak Kak He TpebyoTca 4ONONHUTENbHbLIE PeCcypChbl ANs
paboTbl yCTPOMCTBA (3arpy>kaeTcsi rotoBa KOHGUrypaumns B yCTPONCTBO)

= =
QTP p

Mpoayktbl SCALANCE
X-200, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

LUG Licerse: NOT PRESENT
Fault Stanis No Fault

Unrestricted © Siemens 2019
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Arperauus nmHkoB 1 nopTtoB (Link aggregation) lngenuity for life

Bo3moxHocTn / PyHKLUM
+ ObbeanHeHne pU3nYeCcKNX NMMHKOB MexXay yCTponcTBaMm
(B cooTBeTCcTBMM cO cTaHaapTom IEEE 802.3ad)
« CocefgHue yCTponCcTBa NOAKMOYaoTCa ApYr K ApYyry C UCNOSb30BaHUEM

:)eCKOJ'IbKI/IX manyeckux |'|vopT0|36 N\ 1 reum/c E
+ dusnyeckne NopTbl YCTPONCTB 0OBLEANHAIOTCA B OHY NOrMYECcKyto rpynmny _ _ _
(LAG, Link Aggregation Group) -! Lroum/c - I

+ [1Ba BO3MOXHbIX BapuaHTa HaCTPOWKN:
+ Cmamud4eckas (Static)
- OunHamunyeckas c nomoulbto Link Aggregation Control Protocol (LACP)

CymmapHo

2 F6um/c

MpeumywiecTBa
* YBenuyeHne HageXXHoOCTU N NPOMNYyCKHOM CNOCOBHOCTH

SCALANCE product lines
XC-200, XF200BA, XP-200, X-300, XR-300, XM-400, XR-500

- [lonosiHUmMesnibHassi UHghopmMauusi

Unrestricted © Siemens 2019
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN
3awumTa oT netenb

Bo3moxHocTn / PyHKLUM
O6HapyxeHune neTesnb B CETH
OB6HapyxeHune neTesib NPOBOANTCA C MOMOLLBIO MNOCHINKN cneumarnbHbIX
CNyXebHbIX coobLueHumn
M3meHeHune pexnma paboTbl nopTa KOMMyTaTopa B criydae onpeaeneHns
netnu (Hanpumep 61I0KMPOBKa NopTa)

MpeumyulecTBa
Ctabunusauyus paboTbl ceTu
[MpenoTBpalleHme gerpagaumnmnm CEpBMCOB N3-3a HEKOPPEKTHOMO
NNaHMPOBaHMS CETU UMK OLUMBOK NOAKITHOYEHNS
[MpocToTa obcnyxmnBaHus 6narogapsi onpeaeneHunto neTenb Ha paHHEN
cTaguu

Mpoayktbl SCALANCE

X-200%, XB-200, XC-200, XF200BA, XP-200, X-300, XR-300, XR-300WG,
XM-400, XR-500
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SIEMENS
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HekoppekTHoe noaknio4eHne = BO3MOXHOCTbL 06pa3oBaHnsA NeTnm

SCALANCE
- | XM416-4C

SCALANCE
XC224
a0 —
i B
SCALANCE
XC206-2SFP




OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
Access Control List (ACL) lngenuity for Uife

Bo3moxHocTn / PyHKLUM
KoHTponb 1 omnbTpayunsa ceTeBoro Tpaguka ¢ NOMOLLbIO NpaBun ocTyna
(access rules) Ha ocHoBe MAC agpeca (MAC-based) unu IP agpeca (IP-
based)
[MpaBnna gocTyna no3BoNAT paspellaTb/3anpellaTtb nepeaady AaHHbIX
Ha OCHOBEe aHanu3a JaHHbIX nosiyyatensa n oTnpaBuTens
Cnuncku npasun goctyna (ACL) HasHa4atoTCsl Ha NOPThbl U MPUMEHSAIOTCA K
nepegaBaeMblM JaHHbIM
Management ACL: cneumanbHbii ACL ana dounbTpaummn goctyna K
KomMyTaTopy Ha ocHoBe IP agpeca (IP-based)

XM-400 MK

== NEuE

e o

MpeumywiecTBa
MpepoTBpaLleHne HeCaHKLMOHMPOBAHHOMO JOCTyNa
HacTtponka nHopmaymoHHON 6€30NaCcHOCTN C MOMOLLbIO NPOCTbIX NPaBUI

Hactponka MAC-based ACL
Hoctyn ot MK n MJIK 2
(Oocmyn 3anpeweH)

N

0

=
ELL]

Mpoayktbl SCALANCE

X-200Y. XB-200, XC-200, XF200BA, XP-200, X-300, XR-300, XR-300WG, .
XM-400, XR-500 ] @J ZLf HII é - ZLr
MK 2

1) Kpome X-200RNA
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OnucaHne nporpaMMHbIX BO3MOXXHOCTEN SIEMENS
3epkanupoBaHue Tpaduka (Port Mirroring) lngenuity for Life

Bo3moxHocTn / PyHKLUM
3epkanupoBaHue nossondet ayénuposaTb TpaduK C OQHOro Unm
HecKkonbKkux nopToB (mirrored port) Ha NOPT aHanu3a gaHHbIX (Mmonitor port)
[MopT aHanusa gaHHbIX (Monitor port) No3BonNseT aHann3npoBaTb AaHHbIE
He Hapylwas paboTy KommyTaTopa

AHanusatop
MpeumywiecTBa | rpachuka
HeT BNuaHna Ha nepegadvy gaHHbIX U/unv npepbiBaHNA nepefayun gaHHbIX |  Nepepaua ' e
npuv 3epkanupoBaHnU U aHanu3e JaHHbIX AaHHbIX

MOFyT aHanmM3npoBaTbCA AaHHblE ONTUYECKNX N MEeHbIX NMOPTOB | | | XC-200 XC-200 ,'

3epkanupoBaHue AaHHbIX AN ANarHocTukn 6e3 BrnusiHne Ha paboTy 3epkanupoBaHHble

yCTpouncTBa AaHHble

3€pKaJ'II/|pBOaHV|e OaHHbIX AnAa Ncnofb3oBaHUA B CUCTEMAX aHAalln3a _ _

ceTeRoro TpachHKa —T e=lk 'Y ell}
PLC 1 PLC 2

Mpoayktbl SCALANCE
X-2009D, XB-200, XC-200, XF200BA, XP-200, X-300, XR-300, XR-300WG,
XM-400, XR-500

1) Kpome X-200RNA
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OnucaHune nporpamMMHbIX BO3MOXHOCTEN
Network Address (Port) Translation NAT/NAPT

Bo3moxHocTn / PyHKLUM
NA(P)T = Network Address (Port) Translation
MeTopn npeobpasoBaHusa agpecoB B NakeTax JaHHbIX
(IP appecos n TCP nopToB) B HOBblE afpeca
Source NA(P)T: lNpeobpasoBaHne agpecoB/nMOPTOB NCTOYHMUKA
Destination NA(P)T: Npeobpa3oBaHne agpecoB/nopToB Ha3Ha4YeHNS

MpeumywiecTBa
OKoHomus IP agpecos
NHTerpaums npomMbllLieHHoe obopygoBaHme Co cTaHgapTHbIM
domkcupoBaHHbIM |IP agpecoB ogHy ceTb:
OKOHOMUS BPEMEHM MPU HACTPOMKE U UHTErpaLmm B ceTb
[OCTYMHOCTb YCTPOWNCTB C OANHAKOBbLIMU (PUKCUPOBAHHBLIMW apecamu
6narogaps npeobpasoBaHuio IP agpecoB B YHUKarnbHblE 3HAYEHUS

Mpoayktbl SCALANCE
XC-200, XP-200, X-300, XR-300, XM-400, XR-500

lMpumeyaHue: cylecTByeT orpaHuyeHne nponyckHomn cnocobHoctn NAT ans SCALANCE X, gononHuTenbHas nHgopmaums

HaxoguTca B pyKOBOACTBE Nofib3oBaTensa

Page 53

SIEMENS
[ l«g,eb\u ffy -for (Xft
) address translation

CeTeBoe aapo
npeanpuaTUN

sl

981 10.0.0.10

10.0.0.11

SCALANCE
XC224

SCALANCE

192.168.172.187

SCALANCE
XC224

192.168.172.187

s

192.168.172.187
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OnucaHue nporpaMMHbIX BO3MOXHOCTEMN SIEMENS
Dynamic Host Configuration Protocol (DHCP) lngenuity for Uife

Bo3moxHocTn / PyHKLUM
DHCP = Dynamic Host Configuration Protocol
TexHonorna DHCP ucnonb3dyet DHCP Server ana HasHayeHus DHCP 6e3 noddepikku DHCP ¢ noddepxxkol
IP agpeca ana DHCP Client option 82 option 82
DHCP onuuu (option) no3BonsoT 3agaBaTb NapamMeTpbl HA3Ha4YeHUs1 agpeca:
Hanpumep DHCP option 82 no3BonsieT HasHayatb IP agpec B COOTBETCTBUM C

DHCP client DHCP client

Y 7

HoMep ycTpowncTaa (device index), KOHKpeTHbIM NopToM (Switch port) nnu [ | L Client ompasnser 1. Client onpagner
DIFIc? IS EEER DHCP / DISCOVER
koHkpeTHbIM VLAN (VLAN ID) 1 (Broadcast) 1 (Broadoast
2. KommyTtaTop gobaenser
I'IpeVIMyu.lGCTBa nHbopMaLMIo O MopTe, B
Y 5 2. K a0 B koTopbIn noaknoyeH DHCP
Monaepx«a Gonbiuux cetein | | | e ST
LieHTpanusoBaHHas HacTpouka IP agpecos DHCP Client DISCOVER (Broadcast) coogmeHwe; nanee
= — coo0lLLieHVe nepeckbinaeTcs
YnpaeneHue IP agpecamu 5 DHCP server
v v
1 3. DHCP server nocbinaet 1 3. MNocne nonyyeHuns nHdopmaumm
n pO.D,YKTbI SCALANCE DHCP / OFFER obpaTHo B o nopte DHCP server otnpaBnsiet
DHCP client:  X-200, XB-200, XC-200, XF-200, XF-200BA, XP-200, oMyTaTop, conepaLi 1P DHCP / OFFER conepxaui
= - agpec anst DHCP Client = B HoBbI IP agpec ans DHCP Client
X-300, XR-300, XM-400, XR-500 i i
DHCP server: XB-200, XC-200, XP-200, XF-200BA, XR-300WG, 2 B0 1 | orce server s B0 1 | once server

XM-400, XR-500

lMpumeyaHue: Habop ¢pyHkyuti DHCP omnuyaemcs @ 3agucumMocmu om ripo0yKmoegou fuHelKu
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OnuncaHue nporpamMMHbIX BO3MOXHOCTEW
Network Time Protocol (NTP) Client

Bo3moxHocTn / PyHKLUM
NTP = Network Time Protocol
NTP ncnonb3yetcs ans CUHXPOHU3aLUMN BPEMEHU CETEBbLIX YCTPOUCTB
dpenMbl CMHXPOHU3aUMK BpemeHn oTnpasnaeT NTP server
LieHTpanbHOe macTep yCTPOUCTBO NpeoCTaBseT eANHOE CyTOYHOE BPeEMS
anga cetu

MpeumywiecTBa
[Mo3BonseT 4ob6aBnAaATb METKY BPEMEHN K aBapusiM U cobbITUAM, B
pesynbTaTe Yero aBsapum n cobbITnA B XXypHane cobbITnin oTobpaxarTcs C
eanHOW gaTon n BpeMeHeM. Bce ceTeBble yCTpOMCTBaA NPY 3TOM UCNOMb3YIOT
eIMHOEe CYTO4YHOE BPeEMHA.

Mpoayktbl SCALANCE

X-200%, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300WG,
XM-400, XR-500

lMpumeyaHue: Habop ¢pyHkyuli NTP omnuyaemcs e 3agucumocmu om rpolyKmoegol fiuHelKu

SIEMENS
Ihg,muffy-for(/t‘ft

1) Kpome X-200RNA
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OnuncaHue nporpamMMHbIX BO3MOXHOCTEW
Precision Time Protocol (PTP) (IEEE 1588v2)

Bo3moxHocTn / PyHKLUM
PTP = Precision Time Protocol
TexHonorna cnHxpoHusaunm spemeHn PTP (IEEE 1588v2) ocywecTenseT
CUHXPOHN3aLMIO BPEMEHN CETEBbLIX YCTPOMNCTB C O4YEHb BbICOKOM TOYHOCTbLIO
LleHTpanbHoe macTep yCTpOMCTBO NpeoCTaBnAeT eAnHoe TOYHOEe CYyTOYHOM
BpeMs a5is ceTn
[ns obecnevyeHnss MakcMmManbHOW TOYHOCTU CUHXPOHU3aLUMN BPEMEHMU
ceTeBble YCTPONCTBA BHOCAT NOMpaBku A9 KOMNeHcaunum BpeMeHN 3a4epXKKu
kommyTaumm (dwell time) npn nepegaye KagpoB CUHXPOHM3ALUN BPEMEHN

MpeumywiecTBa
Ob6ecneyeHne CUHXPOHM3ALUUM TOYHOIO CYyTOYHOIO BPEMEHW KOHEYHbIX
YCTPOMWCTB, 06CNYyXMBaOLLNX MPON3BOACTBEHHbIE MPOLIECCHI N LINKITbI
Mogaepxkka nocrnegosaTenbHOCTU cobbITU (SOE, Sequence of Events) Ha
OCHOBe bpenmMoB
[MepcnekTUBHbLIN NPOTOKON ANs obecnevYeHns CUHXPOHU3aLUMn BpEMEHN B
Ethernet cetax

MpoaykTtbl SCALANCE
X308-2M, X300 EEC, XR-300, XR300 EEC, XR528-6M, XR552-12M

[pumeyaHue: Habop yHkyut PTP omnuvyaemcs 8 3agucumocmu om npodyKmoegou fiuHelKu

SIEMENS
Il«g,u,\uffy-for&‘ft

IEEE 1588v2 IEEE 1588v2

Bknroyasi
epemMsi 3a0epPXKKuU
KoMMymauyuu

IEEE 1588v2 ex. |IEEE 1588Vv?2 ebix.

>

Bpemsi 3a0epiKKu
| kommymauyuu |

I @welltime) |
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OnucaHue nporpaMMHbIX BO3MOXXHOCTEMN SIEMENS
Quality of Service (QoS) lngenuity for Uife

Bo3moxHocTn / PyHKLUM

QoS = Quiality of Service: Bce npoueaypbl BANAKOT Ha 06paboTKy 1 nepenadvy
AaHHbIX B fiokansHoM (LAN) n BHewHeM (WAN) cermMmeHTax, M03TOMY AaHHble Destination ource
K noniydaTento NpuxogsTt ¢ onpeaeneHHbIM NpuopuTeToM. B CBA3K € 3TUM 6 bytes
KOHKPETHOMY TUMY AaHHbIX MOXET ObITb NPUCBOEH NPUOPUTET HA 06paboTky
N nepegady B 3aBUCUMOCTM OT BaXKHOCTMW.
Ethernet pperimbl KOMMYTUPYIOTCA B COOTBETCTBUN C MPUOPUTETOM

Ha ocHoBaHuu 3Ha4eHus B 3aronoske VLAN — Tak Ha3biBaembii PCP

(Priority Code Point) nnn npnoputet Ha ocHoBaHun VLAN T Tag Conrl iormaton

PCP Priority Code Point
CFI Canonical Format ID

Ha ocHoBaHun 3HayeHusa B 3aronoske Internet Protocol — Tak Ha3biBaemMbIn VD VLANID
DSCP (Differentiated Service Code Point); 6 banT, 3Ha4yeHue ot 0 oo 63

Ethernet frame according to IEEE 802.3 with 802.1Q expansion (64 to 1518 bytes)

VLAN tag

(optional) Type Data FCS

6 bytes 4 bytes Up to 1440 bytes 4 bytes

IPv4 header

Bit offset 0-3 4-7 8-13 14-15 16-18 19-31

n pe n MymeCTBa 0 Version Header length DSCP ECN Total length
- 32 Identificati Flags Fragment offset
[Mpuoputesauna dppenmon . e _— o
ime to live rotoco eader checksum
yJ'IyLI LweHmne npon3BoanTesibHOCTU CETU - E—
128 stination |P address
I'I pOAyKTbI SCA LA N C E 160 Option (if header length > 5)

160/192 Data

X-200%, XB-200, XC-200, XF-200, XF-200BA, XP-200, X-300, XR-300,
XR-300WG, XM-400, XR-500

1) Kpome X-200RNA
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OnucaHue nporpaMMHbIX BO3MOXHOCTEN
ApanTtauumsa K npoueccam asTomatusaumm (PA-Ready)

SIEMENS
Ihg,eb\uf(y-foruft

I |

® @ ®

» @

Cucrtembl 6e3 pesepBMpoBaHUs
+ Lo 250 ycTpoicTB ¢ oanHoyHbiM PROFINET uHTepdgericomy

OaunHoyHas PN koHduUrypaumsa c pesepBupoBaHueM

cucrtemsbl (S2)

+ [o 250 yctpouncTs ¢ nogaepxkon ogmHodHoro PROFINET
nHTepdenca?d

* [lpnmeyaHue: Bce ycTponcTtBa JOMKHbI Nogaepxmeatb S2

PesepBuposaHHasa PROFINET koHdurypaumsa (R1)

« Jlo 64 yctponcTs? ¢ “pesepBupoBaHMEM” U NOAAEPKKON
“oamnHo4vHoro” PROFINET uHTepdeiical)

+ [NpumevaHune: Bce ycTporcTBa JOMKHbI nogaepxusats R1
nnn S2 ¢ Y-kommytaTtopom (Y-Switch)

Pe3epBupoBaHue cetu
+ CoBMECTUMOCTb C pe3epBMPOBaHMEM CUCTEMDI
* MakcumanbHo go 50 ycTponcTs;
Bpems BoccTtaHoBneHus o 200 mc
+ [NpumevaHune: Bce ycTponcTBa JomkHbI nogaepxusats MRP

HacTpouika B npouecce pa6oTbl (CiR)

Unrestricted © Siemens 2019
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CPU 410-5H

'

OpauH. ycTp.

CPU 410-5H, peseps.

=

OpuH. ycTp. (S2)

Peseps. ycTp.(R1)

T

OpauH. ycTtp. (S2)
Y-KommyTtaTop

CPU 410-5H

I[I] OpauH. ycTp.

()

1) gna CPU410-5H PROFINET uHTepdetic; 2 MNMnaHupyeTcs penus ans noaaepxku 4o 256
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CPU 410-5H, peseps.

MacwTtabupoBaHue
pe3epBupOBaHUA

He TpebytoTtcsa gon.
annapaTHble cpeacTBa

Bbicokas AOCTYNHOCTb
cCuctembl

CooTBeTcTBUE TPeOOBaHUAM
NAMUR NE 21.

*  oT-40°C po +70°C
*  KoHdopmHOe nokpbiTUe

- Pabota Ha BbicoTe Ao
4000 m

B B3 1 E

—elolo




OnuncaHue nporpamMMHbIX BO3MOXHOCTEW SIEMENS

CiR/H-CIR

Bo3moxHocTn / PyHKLUM
[obaBneHne, cMeHa NOMOXEHUS UK 3aMeHa YCTPOMCTB
B npouecce paboThl
[obaBneHne, cMeHa NoSoXEeHUs1 N 3aMeHa Moaynen
(BusAdapter, SFP) B npouecce paboThl

HacTtponka n nsmeHeHve napameTpoB YCTPOMUCTB U
MoAynen B npouecce paboTbl

MpeumywiecTBa
O6cnyxmBaHne N pacluMpeHne cetn npeanpuatus 6es
OCTaHOBKM TEXHOMOMMYECKNX NPOLIECCOB
HacTpoiika n o6cnyxmsaHme ycTponcTs 6e3 npepbiBaHUS
paboTbl

Mpoayktbl SCALANCE
XF204-2BA DNA, XF204-2BA, XC-200, XP-200
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Il«g,eb\uffy for lA‘fQ,

State before \ CiR Phase 1 \ CiR Phase 2 \ CiR finish
: Establish a second AR : AR Change over :
I0C I [e]e I 10C I [e]e;

1 1 JUPELLEN \
| | 2 |

® | @O ®e
| | |
| | |
| | |
| 1 ] Al ]
1 'r, 1 |‘\l 1
| " | W |

P | P GR 1 Removey  ciR>P | P

I ‘i | n 1
| "’r' 1 ‘.\\ 1
| | |
X | Xv | < |
| | |

: ! | oo | |

B:  Backup t

P Primary

CiR: the CiR-AR is always Backup
{=} AR with old Parameter is in InData

f == ==’ AR with old Parameter became Backup because CiR-AR became Primary
=== =’ CiR-AR is established and will be verified by the Device
€=-=} CiR-ARis backup InData

‘=’ AR with new Parameter is Primary InData
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OnucaHue nporpaMMHbIX BO3MOXHOCTEMN SIEMENS
Y-kommyTaTop (Y-Switch) lngenuity for Life

Bo3moxHocTn / PyHKLUM

Y-kommyTaTop coeaunHsaeT pesepsupoBaHHoe PROFINET konbuo ;,_SM}Q_TM :?Z-D‘efm
cocTodlee n3 S2 yCTpomncTB (NONeBON YPOBEHbL) U BLICOKO LOCTYMNHYO : ~
PROFINET cuctemy (R1 system redundancy) o wma\  /amw
Mopaepxka MRP KosneL ¢ KOHeYHbIMUK yCTporcTBamu (S2) VE \@/
Cootsetcteie NAMUR NE 21 AR 2AR
CepTuduumpoBaH 4515 UCNoSib30BaHUS B CUCTEMAaX yrpaBreHus CP 41051 “AR = Appicaton Relationship

TEXHOJTOrM4eCKMMmn npoueccamm

>=

XF204-2BA DNA

MpeumywiecTBa
Moopepxka nHterpaumm S2 yCTpouCTB B pe3epBMPOBaHHYIO CUCTEMY
(R1 system redundancy)
KonbueBoe pe3epBupoBaHue S2 yCTPOMUCTB U yBeNMYEeHne HageXHOCTH
O6ecneyeHne murpaumm ot PROFIBUS k PROFINET xr204 280

Mpoayktbl SCALANCE
XF204-2BA DNA
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OnuncaHune nporpaMMHbIX BO3MOXHOCTEH SIEMENS

Bo3moxHocTn / PyHKLUM EtherNet Industrial Protocol (EtherNet/IP)
EtherNet/IP (Ethernet/Industrial Protocol) oTKpbITbI MPOMbILLSIEHHbIV
NPOTOKON peanbHOro BpemeHnu ncnonbaytowmn Ethernet c TCP/IP n UDP/IP
MpoTokon EtherNet/IP npUMEHSTCA Ha ANarHOCTUKA YCTPOMCTB Ethememp_GermediagnGES“:E:"';S:S‘:E'ﬁi’;’;i ?;E
EDS daiinel (aHanormyHo PROFINET GSD cainam) npeaoctaBnaoTcs u [Neustart it EtherNeWiP Defauls
NCNONb3YITCA AN MHTEerpauumn B CUCTEMbI YNpaBneHus
CneunaneHble agpeca EtherNet/IP (co 3HaMeHUAMM MO yMOMN4YaHMto)
ynpoLwaoT UHTErpaumo B ceTn ¢ ncrnonb3osaHmem EtherNet/IP Einstellungen ubernenmen | [Alualisieren
[MpocTas KoHdurypauus ¢ nomoLbio HacTpoeHHoro EtherNet/IP npoduns

NMpeumyliecTBa
B03MOXXHOCTb AMArHOCTUKM B CETSX C Ucnosb3oBaHune npoTtokona EtherNet/IP

Mpoayktbl SCALANCE
XB-200, XC-200, XF-200BA, XP-200, XR-300WG, XM-400, XR-500
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OnuncaHue nporpamMMHbIX BO3MOXHOCTEW SIEMENS

IGMP Snooping lngenuity for Life
BosmoxHocTn / DyHKUMK Be3 ucnonbsosanua IGMP Snooping

Bnarogaps nay4eHuto nctoyHuka 1 HasHauveHmsa Multicast Tpadumka (IGMP Multicast Tpacpmk

snooping, IGMP crossing), kommyTtaTopbl SCALANCE mMoryT orpaHnyvMBatbh rw 1

Multicast Tpaduk, TEM CaMbIM CHUXas Harpy3Kky Ha ceTb . j L:g

Ecnu aktnuBmpoBaH IGMP Snooping, To komMyTaTop aHanuampyeT IGMP M Sl L

3anpocbl OT yCTPOUCTB 1 06HOBNSAET Tabnuuy douneTpauum Multicast lIJ l

Tpadomka. —

Ecnn pononHutensHo aktusnposaH IGMP Querier, TO koMMyTaTOp == . L

\I”/ ——LUJ—F ——LUJ—F

AononHuTensHo nocbinaet IGMP 3anpockl K ycTponcTeam,
nogaepxuarowmm IGMP n obHoBnseT Tabnuuy punbtpaumm Multicast

Tpadomka.

IP kamepa MK 1 MJK 2 Buoeo knneHt 1 Bupeo knneHT 2

C ncnonb3osaHuem IGMP Snooping

Multicast Tpacuk

MpeumywiecTBa _ _
OrpaHunyeHne Multicast n Broadcast Tpaduka r

£l
MpoaykTbl SCALANCE IJ
XB-200, XC-200, XF-200BA, XP-200, X-300, XR-300, XR-300WG, B I
XM-400, XR-500 ) B
IP kamepa MK 1 MK 2 Buaeo knneHT 1 Buaeo knueHT 2
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OnucaHue nporpaMMHbIX BO3MOXXHOCTEMN SIEMENS
Pe3epBupoBaHue mapupytusatopa (VRRP) lngenuity for Uife

Bo3moxHocTn / PyHKLUM
* VRRP = Virtual Router Redundancy Protocol (IETF RFC3768 n RFC5798)
+ Heckonbko pmsnyecknx mapLLpyTU3aTOPOB 0O BEANHSOTCS B OANH MapwpytusaTop 1 MapLupytusaTop 2
nornyeckuin (BUpTyanbHbI) MapLUpyTU3aTop. BupTyanbHbIi MapLipyTM3aTop : HH
qu 0
il

nmeet BupTyaneHbIn IP agpec n MAC agpec. OguH 13 omsndeckunx

BKNOYaETCH pe3epBHbI MapLLpyTU3aTop, NOSTHOCTLIO 3aMEHAA OCHOBHOM.
IP-Address: IP-Address:
192.168.0.2_/|g4 192.168.0.3/24

MapLLpyTU3aToOpOoB BblbMpaeTca Kak OCHOBHOW, B Crly4ae ero otTkasa B paboTty
MpeumywiecTBa

* VRRP ucnonb3yeTca Ans pe3epsmpoBaHus MapLupyTmusatopa (Luntosa)
He3aBUCMMO OT KOHEYHOro YCTPOUCTBA
- Bpemsa nepekntoyeHus meHee 1 ¢ (npu ncnonb3osaHun VRRPV3).

Shared IP Address: 192.168.0.1/24
MpoaykTbl SCALANCE Virtual router ID (VRID): 1

MAC-Address: 00-00-5e-00-01-01
XM-400, XR-500

BupTtyarnbHbiv
MapLupyTusaTop

Unrestricted © Siemens 2019
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OnuncaHue nporpamMMHbIX BO3MOXHOCTEW
OuHamunyeckana mapuwpytusaumsa (RIP)

Bo3moxHocTn / PyHKLUM
RIP = Routing Information Protocol (IETF RFC2453 n RFC2080)
Routing Information Protocol ncnonesyetca ona aBToMaTU4eCKOro co3gaHuns
Tabnuy mapwpyTtnsaumn. RIP ncnonbayetcs B HebonbLlumx IP ceTax.
Mcnonb3yeTcs AUCTaHUMOHHO-BEKTOPHbLIN anropuTM.

MpeumywiecTBa
ABTOMaTMYecKasa HacTpoKrka Tabnuy, MapLupyTM3aumm
Moopepxka pesepsupoBaHna Layer 3

lNMpumeyaHue: RIP ucnonb3yemcsi Onsi uHmezpayuu 8 cemu ¢
ycmapeswum obopydoesaHuem. [IpednoymumesnibHO UCMNO/Ib308aMb
OSPF e cesi3u ¢ yny4uweHHbIMU (hyHKUUSIMU UHGOOPMaUUOHHOU
6e3onacHocmu.

Mpoayktbl SCALANCE
XM-400, XR-500
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OnucaHue nporpaMMHbIX BO3MOXXHOCTEMN SIEMENS
OuHamuyeckaa mapuwpytusauua (OSPF) lngenuity for Uife

Bo3moxHocTn / PyHKLUM
OSPF = Open Shortest Path First (IETF RFC2328 n RFC5340)
OSPF npoTokon AnHamMuyeckon MapLipyTnsaunm, UCNOoMb3YyHLLNA OLIEHKY
cocTosAHUSA KaHanoB. OSFP ncnonb3yeTt anropnt™ [enkcTpbl a4ns Beidopa
KpaTyanwmx v onTuManbHbIX No LeHe MapLlpyToB. B cnyyae nameHeHnus
Tononorum OSPF aBTOMaTUYeCKN pacCiYnTbiBAET U aKTUBUPYET pe3epBHbIN
nyThb.
Paspenset cetb Ha OSPF 30HbI 1 NO3BOMNSAET NCMOSIb30BaTb NPOTOKOS
MapLupyTm3aumm B 6onbLUMNX CEeTAX

MpeumywiecTBa
ABTOMaTMYyecKasa HacTpoKrka Tabnuy, MapLupyTM3aumm
Moopepxka pesepsupoBaHna Layer 3
[MpeaoHasHayeH ans ucnonb3oBaHus B 6onblimnx IP ceTsx

Mpoayktbl SCALANCE . .
XM-400, XR-500 Area 0.0.0.2

S Autonomous -
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OnucaHue nporpaMMHbIX BO3MOXXHOCTEMN SIEMENS
OuHamunyeckana mapuwpyTtusauma Multicast Tpadgpuka (PIM) lngesmuity for Life

Bo3moxHocTn / PyHKLUM
PIM routing = Protocol Independent Multicast Routing (IETF RFC4601)
PIM no3BonsieT mapLpyTtmsnpoBaTtb Multicast Tpaduk, He3aBMCMMO OT
NPOTOKOMNOB MapLpyTmsaumm Unicast Tpaduka (Hanpumep OSPF nnu

cTaTndeckon mapwpytusaumm). PIM pacwmpsieT nHcgopmaumio B Tabnmuax PV -
MapLUpyTU3aLMK, KOTOPbIN cchopMUPOBaN NPOTOKON MapLupyTuaauumn Unicast 3 Eﬂ ﬁ : E]E ==
Tpadovka, noGasnsaa Tyaa maplupyTbl Ana Multicast Tpaduka. T =i
=i —=
MpeumywiecTBa B
CHWXeHNe Harpysku Ha ceTb Gnarogaps onTUMMU3aLM MapLLpyTM3aLmum 1 ] ]
CHVKEHWS Harpy3ku, Bbi3BaHHON nepegayent Multicast Tpaduka E@E HE L —E==im
Mopnepxka pesepsupoBanus Layer 3 (gna Multicast Tpadguka) O e
L

Mpoayktbl SCALANCE
XM-400, XR-500
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OnucaHune nporpaMMHbIX BO3MOXHOCTEMU SIEMENS
Nonnepxka cpyHkumnoHana IPv4 n IPv6 B SCALANCE XM-400/XR-500  lngenuity for Life
HasHauyeHue IP agpeca Bpy4Hylo Ans ynpaBneHUs U MapLipyTusauum \/ ‘/
Mopaepxka DHCP Client DHCPv4 ‘/ DHCPV6 ‘/

Moanepxka DHCP Server DHCPv4 v

MNoaaepxka DHCP Relay Agent DHCPv4 ‘/ DHCPV6 ‘/
HocTtyn Kk Web-Based-Management (WBM) n Command-Line-Interface (CLI) \/ \/
PesepBupoBaHue mapwpytunsartopa (VRRP) xgggz; ‘/ VRRPv3 \/
Ctatuuyeckas mappytusaums (Static Routing) ‘/ \/
OuHamuyeckaa mapwpytusauus (RIP) RIPv2 ‘/ RIPng \/
AuHamunyeckaa mapwpytusauma (OSPF) OPSFv2 \/ OPSFv3 \/
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CoaepxaHue

QB E BB B0NA

OCHOBHbIE NOHATUA U TEPMUHOSTOTUS
OnuncaHve annapaTtHbIX BO3MOXHOCTEN
OnuncaHve nporpamMmmHbIX BO3MOXHOCTEN
NMpoaykTbl SCALANCE X

[TpumMepbl NPUMEHEHNSA

[MpumeHeHne — Otpacnu / NpoMbILLNEHHOCTb
NHdopmauma onga 3akasa

[Moooepkka
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SIEMENS
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10
34
69
87
101
105
107

Managed Layer 2/3 Industrial Ethernet Switches SCALANCE X



Npoayktbl SCALANCE X
O630p nopTtdonuno

MNMpombiwneHHble Ethernet kommyTtatopbl Layer 2/3 SCALANCE X:
[MPUMEHSAITCA B NPOMBbILLITEHHbIX PEeLLeHUsIX
Ncnonb3ytotca ansa ceten peanbHoro sBpeMmenn (PROFINET u EtherNet/IP)
nnu ctangaptHeix TCP/IP, pononHaa pe3epBUpoBaHHbIE CUCTEMBI
O6ecneunBatoT BbICOKYIO OOCTYNHOCTb CeTU Brnarogapsi BCTPOEHHbIM
TEXHOSOrMsIX pes3epBupoBaHna (KONbLEBOE pe3epBmpoBaHme)
CHwmxatoT npocTon bnarogapsa COXpaHEHUIO NpoeKkTa U KoHGUrypaumm
NHTerpupytotcsa B ceTu ¢ PyHKUMSAMN MHGOPMaLMOHHON 6e30nacHOCTM
HacTtpausatotcsa ¢ nomowbto WBM, CLI, TIA Portal, nokanbHO nnu yganeHHo
[Mo3BONSAT NPOBOANTL AMArHOCTUKY C NOMOLLLI0 CBETOANOLHOW MHAMKALINN
(LED) Ha ycTpoucTBe (nokasnbHo), ¢ nomolibio WBM mnun npotokona SNMP
(SINEC NMS) (yoaneHHo)
NHTerpupytotca B cuctembl HacTponku STEP 7 n PCS 7
NHTerpupytotca B cuctembl ¢ PROFINET gmarHoCcTmnkou
MopaepxusatoT oyHkumm Layer 3 (VRRP, RIP, OSFP n 14.)
Ob6ecneynBaloTCA BbICOKYHO AOCTYMHOCTb CETEBbLIX Y MPOMbILLITEHHbIX
YyCTPONCTB

CopepaT LUMPOKOE NOPTAONNO aKTUBHBIX M MAaCCUBHbIX CETEBbIX ANIEMEHTOB

WU nogaepXXnBaroT NoakoYeHne ¢ nomoLllbio TexHonorum FastConnect
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Control Level

Operations Level

Field Level

SIEMENS

Il«g,eb\uffy for (Xft

lMMopmaponuo SCALANCE

eIl D
f=s== :E:E:E:"’F'.

XR-300WG

g

X-200RNA X-200IRT

Hoo SHEEESEE [

HO" 00

XP 200POE EEC

X- ZCK)lRT
PRO

SHEizbihoi=beiz sil ke
XR-300/XR-300EEC
XF-200BA XF-200
XF-200IRT X-200P IRT




Mpoaykrel SCALANCE SIEMENS
Knaccudgumkauusa NpombiwneHHbIX Ethernet kommyTaTopoB lngenuity for Life

Layer 2 XF-200, | XF204-2BA,
ynpaBnsiemble
- XF204-2BA DNA

XR-300WG

X005

XB-100

?ﬁ? XR-100WG =
Layer 2 "

Heynpasnienele KomnakTHble Mogynu
w X-100 MegmnakoHBepTepbI
Unrestricted © Siemens 2019

XB-
(CSM 000
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JInHenka kommyTtaTopoB SCALANCE SIEMENS
TexHU4Yeckasa cneundmkaums lngemuity for life

X-200

X-200 XB-200 XC-200 XF-200 XF-200BA XP-200
X204-2 XB205-3 XC206-2 XF204 XF204-2BA XP208EEC

AnnapaTHble XapaKkTepUCTUKN

RJ45 (c 3aLl. BOPOTHUYKOM) RJ45 RJ45 (c 3aLl. BopoTHuykoM) RJ45 (¢ 3aLl. BOPOTHUYKOM) RJ45 M12

ST/BFOC, SC, SCRJ SC, ST/BFOC SC, ST/BFOC, SFP ST/BFOC, SC, SCRJ LC, SCRJ }
Mopnepxkka C-PLUG Jda - Ja Ja JOa JOa
[Onana3oH Temnepartypbl ot -40 °C po +70°C ot 0 °C po +60°C ot -40 °C pgo +70°C o1 -40 °C go +60 °C ot -40 °C go +70 °C ot -40 °C po +70 °C

Mertan / Mnactuk Mnactuk MeTtan / Mnactuk Mnactuk Mnactuk Metan
Knacc 3awumTthbl (IP IP30 IP20 IP20 1P20 IP20 IP65

Ha peitky (DIN, S7-300) ) joiivy (DIN, S7-1500) 1@ PeAKY (DIN, S7-1500) -y oy (DIN, S7-300)  Ha peiiy (DIN, S7-1500) B UL (31 AR 17D)

Ha CTeHy Ha CTeHy Ha CTeHy

10/100 M6uT/c 10/100 M6ut/c 10/100/1000 M6ut/c 10/100 M6uT/c 10/100 M6ut/c 10/100/1000 M6uT/c
Pasmepsbl LLUXBXxI' [MM] 60x125x124 80x117x109 60x147x125 75x125x73 100x117x74 200x200x49

E U 780 350 540 250 250 1800
MoTpebneHune Toka [MA 215 300 500 110 400 210

fla Na fla na Na na

fa fa fla fa na fa
Moppepxka PoE - 5 - - i, [a
MporpamMmmHbIe XapakTepucTUKu
PROFINET / EtherNet/IP Oa/- Ha/[a Oa/[a Oal/- Oa/[a Oa/a
IGMP/VLAN/RSTP -/-1- Oa/[a/[Oa Oa/[a/[Oa -/-1- -/-1- Ja/Pa/[0a
PaspelwmTenbHble 4OKYMEHTbI
ATEX/IECEx/Mopckoe npum. Oa/[a/[Oa Oa/[a/- Oa/[a/[Oa Oa/[a/[Oa Oa/Da/0a Oa/fNa/[0a
Xene3HogopoXXHOE NPUM. Ha = a - - Ha

MpumeyaHue: HekoTopble XxapakTepUCTUKW HEMPUMEHUMbI ANsi BCEX MOAENeN, nogpo6Has
Unrestricted © Siemens 2019 nHopMaLms B pyKOBOACTBE MOSb30BaTENS M ONMCaHUN
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JInHenka kommyTtaTopoB SCALANCE SIEMENS
TexHU4Yeckasa cneundmkaums lngemuity for life

X-300 X-400 X-500
X-300 XR-300 XR-300WG XM-400 XR-500
X310 XR324-12M XR328-4C WG XM408-4C XR524-8C

AnnapaTHble XapaKkTepUCTUKN

RJ45 (c 3all. BOPOTHUYKOM) RJ45 (c 3aLl. BOPOTHUYKOM) RJ45 RJ45 (c 3aLl. BOPOTHUYKOM) RJ45 (c 3alL. BOPOTHUYKOM)

SC, ST/BFOC, SFP SC, ST/BFOC, LC LC SC, ST/BFOC, LC SC, ST/BFOC, LC
Moppepxka C-PLUG [a (noctaBnsieTcs B KOMMIEKTE) Oa - Ha Ha
[Onana3oH Temnepartypbl Ot -40 °C po +70 °C Ot -40 °C po +70 °C Ot 0 °C po +60 °C Ot -40 °C po +70 °C Ot 0 °C po +60 °C

Metan / NMnacTtuk Metan Metan Metan / lMnactuk Metan
Knacc 3awmTtbl (IP IP30 IP20 1P20 IP20 IP20

) RIS (A, e ) B croviky 19 atoinm. B cToliky 19 atoim. AR L7 (PN, SrEneiny) B cToliky 19 atonm.

Ha CTeHy Ha CTeHy

10/100/1000 M6ut/c 10/100/1000 M6uT/c 10/100/1000 M6ut/c 10/100/1000 M6uT/c 10/100/1000 Mbps, 10 M6uT/c
Pasmepsbi LLUXBXxI [MM] 120x125x123 483x44x305 483x44x305 140x147x125 449x44x305

[ Bec[] | 1400 5500 2800 1150 3800
MoTpebneHune Toka [MA 400 1800 500 2000 1000

fa fa na fa fa

fa fia fla fa fa
Moppepxka PoOE Ha Oa - Oa Oa
MporpaMmHble XxapaKTepUCcTUKN
PROFINET / EtherNet/IP Oa/- Oa/[a Oa/[a Oa/a Oa/a
IGMP/VLAN/RSTP Oa/[a/[Oa Oa/[a/[Oa Oa/[a/[0a Na/Da/[fa Ja/Pa/0a
PaspelwmtenbHble OKYMEHTbI
ATEX/IECEx/Mopckoe npum. Oa/[a/[Oa Oa/[a/[Oa Oa/fa/- Oa/[a/[Oa Mnanupyetcs / - / Oa
XXenesHo[opOXHOE NPUM. Oa Oa - Oa -

Unrestricted © Siemens 2019 lMpumeyaHue: HekoTopble XapakTepUCTUKN HENPUMEHMMbI NS BCEX MOAenen, noagpobHas
nHdOpMaLmsa B pyKOBOACTBE MOMb30BaTENs U ONMcaHum
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTuB SCALANCE X-200IRT lngemuity for life

XKecTknn metannuyeckum Kopnyc c
BO3MOXXHOCTbIO MOHTaXa:

+ Ha peuky S7-300

+ Ha peniky DIN

+ Ha cteHy

RJ45 NOPTbI (c 3awumHbIM 80pOMHUYKOM)

KHonka HacTponku (SET button)

CurHanbHbIN KOHTaKT nomep)KKa C-PLUG

Pe3epB. MCTOYHUK NMUTAHNA CseToamoaHasa nHaukaums ans

nokarnbHOW ANarHOCTUKK

Unrestricted © Siemens 2019
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NpoaykTtbl SCALANCE
KoHcTpykTne SCALANCE X-200RNA EEC

KHonka HacTponkm
(SET button)

Mognepxka C-PLUG

CeeToguoaHas HamMkauus
OIS NoKanbHOM ANArHOCTUKN

KecTkun metannnyeckum
Kopnyc Ans MOHTaxa:
+ Ha penky DIN

CurHarnbHbI KOHTaKT

Kom60 noptbl Ans
NOAKITHOYEHUS YCTPOWUCTB C
nogaepxkon HSR1 / HSR2

MNCTOYHUK NUTaHUsa ¢
pacLUMpEHHbIM AMana3oHOM
NUTAaIOLLLErO HaNPsPKEHUS

RJ45 nopTebl

Unrestricted © Siemens 2019
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POy ==

PSSy

SCALANCE
X204RNA EEC

Bug c3aam _

ISIEMENS

SIEMENS
Ilz\g,eb\uf\y-foruft

CeeToauoaHasa nHavkauusa ans
rnoKanbHOW ANarHoCTUKM

MnacTukoBbIN KOPNYC ANA MOHTaXa:
+ Ha penky DIN
* HA cteHny

Mognepxka C-PLUG
KHonka HacTporku (SET button)

RJ45 nopTbl NS NOAKNIOYEHUS
YCTPOWCTB C NOAOEPKKON
HSR1 / HSR2

RJ45 nopTbl Ang nogknioyeHna
ycTpouncTB 6e3 noaaepxkm HSR

CurHarnbHbIN KOHTaKT

PGSGDB. NUCTOYHUK NUTaAHUA
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Mpoaykrel SCALANCE SIEMENS
KoHcTpykTuB SCALANCE XB-200 lngenuity for Life

CeeToguoaHas uHaMkaumsa ons

nokarnbHOW ANarHOCTUKM [nacTukoBbIN KOpnyc Ans

MOHTaXa:

RJ45 nopThl + Ha peiiky DIN (c purcayued)

KHonka HacTpoviku (SET button)

(Ha 3agHel naHenw)

KoHconbHbIN nopT

o
=

Pe3epB. MUCTOYHUK NUTaAHUA
(2 X 3-KOHMaKMHbIE 3aXKUMHBIE KITeMMbI)

OnTtnyeckne NnopThbl

| CONSOLE

Q

P1 TG P5 FOR LAN UNLY

L2+ ;
M2
L

VAC: 00-18-1b AB-21:C8

NEC CLASS2
DC 24V.0,10A

SVPEB136583

56K5 205-38F00-2487

Unrestricted © Siemens 2019
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NMpoayktbl SCALANCE
KoHcTpykTB SCALANCE XC-200

Mopnepxka C-PLUG

CeeToanoaHasa nHavkaumsa ans
nokanbHOW ANarHOCTUKN

KHonka HacTponkm
(SELECT/SET button)

KoHconbHbIN nopT

CurHanbHbIN KOHTaKT

Pe3epB. MCTOYHUK NMUTAHNA

Cnotbl ana SFP mogynen

Unrestricted © Siemens 2019
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SIEMENS
Ihg,eb\uf\y-foruft

RJ45 NOPTbI (c 3awumHbiMu 8opomHuYkamu)

YKecTkmin nonukapboHaTHbIN Kopnyc
C anvMUHNEBOW OCHOBOW ANS
MOHTaxa:

+ Ha penky S7-300, S7-1500

+ Ha peniky DIN

© Ha cteHny

KoHcTpykTuB € yrnybnexHmem
MOpTOB B KOPMyC

KOHTaKT BHeLUHero 3aLmnTHOro
3a3eMiieHna Kopnyca
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTnB SCALANCE XF-200 lngenuity for Life

[MnacTukoBbIN KOPMyC B
KoHcTpykTuBe SIMATIC
ET 200SP gns moHTaxa:
+ Ha peniky DIN

CeToanoaHasa nHankauus ans Z RJ45 nopTbl (BOCTYNHBI MOAENU C
NOKanbHOM AMarHOCTUKN NC ONTUYECKMMWN NopTamMm)

XFZOAIP;

]

CurHanbHbIN KOHTaKT

PesepB. NCTOYHUK NMNTAHUNA

KHonka HacTponkn (SET button)

BAC: sg.gu,%,% e
!

]

Moamepxka C-PLUG | D o

sa 0 =
Ssan °

Unrestricted © Siemens 2019
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTB SCALANCE XF-200BA lngenuity for Life

SIMATIC BusAdapter uHtepdenc

(c oon. nHTepecHbIM Moaynem) \
| CTevaRpTven narpvara N e sy s A=) CsetoanogHas nHavkauus ans

YBenunyeHHast mexaHudeckon n M B [T : SIEMENS A 'E" A uvs A

HarpysKoit wrae NoKarbHOM ANarHOCTMKM

MoHTax Ha perky (DIN) (c ¢pukcayuei)

YnyuyleHHbIN noTeHuman
nepegayun gaHHbix POF?)

Mopaepxka C-PLUG
(noctaBnsietcs BMmecTe ¢ C-PLUG)

MeaunakoHBepTep
2 2
2xSCRJ? Meab < POF? KHonka HacTpoiku (SET button)
CurHanbHbIN KOHTaKT
BA CnpaBka
SCRJ+FC BA 1) FastConnect (FC)

SISRUEEERH 2) polymer Optical Fiber (POF)
(Tvn koHHekTOpa: SC RJ)

3) High Availability (HA):
crneumnanbHbIA OyHKLMOHaN
NS UCNOMb30BaHNA B
aBTOMaTM3auum NpoLEeccoB

4 Variable Distance (VD)

5) [1nsi UCNONb30BaHWs C
XF-200IRT

Yrnybnenue gns kpennenune kabens
C OOMONHUTENBbHON hukcaumen

AA-BB-CC-DD-EE-F

MAL

2xRJI45VDY
HA?

PGSGPB. NCTOYHUK NMUTaAHUA
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NpoaykTtbl SCALANCE
KoHcTpykTnie SCALANCE XP-200

Mopnepxka C-PLUG

KHonka HacTpownku (RESET button)

CeeTognoaHas nHaukaumsa ons
nNoKanbHOW AMarHoCTUKM

KOHCOMbHbBIN NOPT (M12 A-coded)

CurHanbHbIN KOHTAKT (M12 B-coded)

KOHTaKT BHELUHero 3aLmnTHOro
3a3eMlieHna Kopnyca

Unrestricted © Siemens 2019
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SCALANCF xP208EEC

SIEMENS
Iug,ev\uf(y-foruft

M12 NOPTbI (M12 D-coded u X-coded)

Yno6Hoe pacrnonoxeHue rnopTos
Ana noaseaeHus kabens

XKecTkmin metannnyeckum kopnyc
(IP65) ons MoHTaxa:

+ Ha SIMATIC ET 200pro

+ Ha cteny

OTBepcTUs ANs NPOCTOro MOHTaxa
Ha CTeHy

PesepB. MCTOYHUK NMUTAHNA
(M12 A-coded)
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTB SCALANCE X-300 lngenuity for Life

YKecTkun metannuyeckuim Kopnyc
ANA MOHTaxa:

+ Ha pewiky S7-300

+ Ha pewky DIN

+ Ha cteny

RJ45 NOPTbI (c 3awumHbIMu 8opomHuYKamu)

Moppepxka C-PLUG
KHonka HacTpounku

(SET/SELECT button) CeeToanoaHas nHavkaums ans

nokKanbHOM ANarHoCTUKN
CurHanbHbIN KOHTaKT

OnTtnyeckne nopTbl

PesepB. UCTOYHWK NUTaHUS Cnotbl Ang 2-nNopT. Meana moaynemn

(0 SCALANCE X-300-2M)

~t'-ECTIsET
FAULT
3

-

Unrestricted © Siemens 2019
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTB SCALANCE XR-300 lngenuity for Life

XKecTkmin metannnyeckmm kopnyc
AN MOHTaxa:

- B cTowiky 19 gronm.
CurHanbHbIA KOHTaKT

Cnotbl Ang 2-nNopT. Meana moaynen

KHonka HacTpounku
(SELECT/SET button)

Moppepxka C-PLUG
CeeTtognoaHas nHgmkaumsa ans

nokanbHOW AWarHOCTUKN

RJ45 NOPTbI (¢ 3awumHsiMu 8opomHUYKamU)

PeaepB. NCTOYHUK NMNUTaHUA

Unrestricted © Siemens 2019
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NpoaykTtbl SCALANCE
KoHcTpykTB SCALANCE XR-300WG

NCTOYHMK NUTaHus ¢ pacllnpeHHbIM
ananas3oHoM nuTatroLlero

Hanps>xeHund
(8apuaHmebl 07151 Mepem. moka)

KOHTaKT BHELUHEero 3aLmnTHOro
3as3emMiieHna Kopnyca

Pe3epB. MCTOYHUK NMUTAHNA
(8apuaHmbl Anisi mocm. moka)

CeTvoanogHas uHankaumsa ans
nokanbHoW AnarHoCTUKK

KHonka cbpoca (RESET button)

KoHconbHbIN nopT

Unrestricted © Siemens 2019
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SIEMENS
Ihg,ev\uf\y-foruft

XKecTkun metannuyeckum Kopnyc
AN MOHTaxa:
+ B cTouky 19 gonm.

Kombo NOPTbI (Hem noddepxku Ha XR324WG)

RJ45 ports
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Mpoayktel SCALANCE SIEMENS
KoHcTpykTB SCALANCE XM-400 lngenuity for Life

Moppepxka C-PLUG n KEY-PLUG

CeeToanoaHas nHavkaumsa ans
noKarnbHOW ANarHoCTUKK

RJ45 NOPTbI (¢ 3awumHbiMu 8opomHuYKamu)

KHonka HacTpounku
(SET/SELECT button)

XKecTtknun nonukapboHaTHbLIN KOpMyc
C antoMUHNEBOW OCHOBOM ANs
MOHTaxa:

« Ha penky S7-300, S7-1500

+ Ha pewky DIN

© Ha cteny

KoHCconbHbIN nopT

WHTepdenc ynpasneHus (Ethernet)

=
=
=i
=
2
3
o
2
b+

Pe3epB. NCTOYHUK NUTaHMA KoHcTpykTUuB € yrnybneHvnem

NOpPTOB B KOpPMyC

CurHanbHbIA KOHTaKT

NHdopmaLus o AONONHUTENbHBLIX

Kom60 nopThil i el N - MOAYNAX paclumpeHms

(co ceemoduodHol uHOUKayuel) ;‘AE\',: ZCL[)‘:‘\SE

Unrestricted © Siemens 2019
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MpoaykTbl SCALANCE SIEMENS
KoHcTpykTB SCALANCE XR-500 ¢ megna moaynsamm lngenuity for Life

Mopaepxka C-PLUG n KEY-PLUG

Cnotbl Ana 4-nopT. Meana moaynem

KHonka HacTpownkn

(SET/SELECT button) XecTkun metannmyeckmin Kopnyc

04 MOHTaXa.

- B cTouky 19 agonm.
CeeToguogHas nHankaumsa ons

nokanbHOW ANarHoCTUKK

NHTepdeinc ynpasnenus (Ethernet)
PesepB. CTOYHUK NUTaAHUSA

KoHconbHbIV nopT
CurHanbHbIN KOHTAKT

Cnotbl ana SFP+ moaynen

Unrestricted © Siemens 2019
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MpoaykTbl SCALANCE SIEMENS
KoHcTtpyktuB SCALANCE XR-500 ¢ komb60 noptamum lngenuity for life

CeeToanoaHas uHavKaLums ans Moppepxkka C-PLUG n KEY-PLUG

nokarnbHOW ANarHOCTUKK

RJ45 NOPTbI (¢ 3awumHbiMu 8opomHuYKamu)
WHTepdenc ynpasneHus (Ethernet)

YKecTkun metannuyeckuim Kopnyc
ANs MOHTaxa:
< B cTonky 19 atonm.

CurHanbHbIN KOHTaKT

KHonka HacTpownkm
(SET/SELECT button)

Cnotbl ana SFP+ moaynen
KoHconbHbIN NopT

Kom60o noptbl
(co ecmpoeHHol ceemoouodHoU uHOUKayuel)

Pe3epB. MCTOYHUK NMUTAHNA

Unrestricted © Siemens 2019
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CoaepxaHue

QB E BB B0NA

OCHOBHbIE NOHATUA U TEPMUHOSTOTUS
OnuncaHve annapaTtHbIX BO3MOXHOCTEN
OnuncaHve nporpamMmmHbIX BO3MOXHOCTEN
[Mpoayktel SCALANCE X

NMpumMmepbl npuMeHeHUA

[MpumeHeHne — Otpacnu / NpoMbILLNEHHOCTb
NHdopmauma onga 3akasa

[Moooepkka

Unrestricted © Siemens 2019
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10
34
69
87
101
105
107

Managed Layer 2/3 Industrial Ethernet Switches SCALANCE X



[Mprumepbl NnpumMmeHeHUA SIEMENS
KomnnekcHas ceTb odpmcHoro (IT) u npoMbIlWeHHOro (OT) CEerMeHTOB  Ingenuity for Life

3apgaua

Heobxogumo opraHusoBaTtb becloBHoe coeanHeHne ogomcHon (IT)
1 npombineHHon (OT) ceTn Ha npegnpuATUN

PeweHue

O3 indstrial Eamet SCALANCE XRE62:12M i"-

MpombiwneHHble Layer 3 Ethernet kommyTtaTopbl SCALANCE XR- '
500 nopaepxuBatoT o 4x 10 FOUT/C NopToB ANt PMEKTUBHOTO U || el
HaZEeXXHOro NOAKNKYeHNa K opucHoun cetu. JonosiHNTenbLHo = m;t] WE

RS omteac B

TR TSR —
SCALANCE XRszsac W=l T A !
TR0 CooEERMIEREID Frowal  SCALANCE Zore e
XREZBM

SCALANCE
XC206-25FP

NPOMBbILLNEHHbIE KOMMYTaTOPbI NOAAEPXKUBAIOT CTAHAAPTHbIE | s N =y [
TEXHOMNOorMn ans NPocToro NOoAKI4YeHust K opucHbelM Ethernet - B | B i-~‘"‘ff”f“" T i I e
Ko M MyTaTOpa M : il]ﬁ W‘mmwm: ¢ %;:??%: MedgConnect l;;:u‘mmm

o ['vm‘s == s :W ?ﬁ‘ T‘wl xaze_: :ifi;mfl‘l:g;f‘w‘.:
NMpenmyliecTBa ; N Co

& \C-,-,::-:\;:;;x < RCoax : : _:,,ﬁ %

a7117 o | A B 3N N BT V‘,‘ I - '
MopkntoyeHne k Ethernet koMmyTaTopam 0dbUCHOTO CerMeHTa DR =R RE UomE L f

[MpomblwneHHble Layer 3 Ethernet kommyTtaTtopsl SCALANCE
XR-500 nogaepxnBatroT TEXHONOMMM OPUCHOIO U
NPOMBbILLUSIEHHOIO CETEBOrO CermeHTa

Bbicokas npomnssogntensHocTb 6narogapsa 4 x 10 [6ut/c u
nogaepka NpoMbILLIeHHOro byHKUMoHana (Hanpuvep
PROFINET guarHoctuka, WBM, C-PLUG n 14.)
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[Mprumepbl NnpumMmeHeHUA SIEMENS
CeTb Nnepeanayn AaHHbLIX ANA NPOU3BOACTBEHHOrO Liexa lngenuity for Life

3apgaua

Heobxooumo coeanHuTb ApYr C APYrOM HECKOMbKO
NMPOMBbILLNEHHbIX YCTPOMCTB B MPON3BOACTBEHHOM LIEXE, a TaK Xe COALANGE xRSa e
NOAKIMIOYNTb UX B OCPUCHYIO CETb -~ EEEEREEEE

O Industrial Ethernet
(Fiber Optic - 10 Gbit/s)

SCALANCE XR526-8C
EEEE

PeweHue

o SCALANCE ]ﬂ SCALANCE SCALANCE m SCALANCE

KommyTatopbl SCALANCE XC-200 noakmntoyatTcs K yCTponcTBam bl xc2000 %"“‘MS":G XCR0ESTES i e s

| K Industrial Ethernet
aBTOMaTU3aLMM U COEAMHSAIOTCS B €ANHYIO CETb APYr C APYroM. (Twisted Pair ~1 Goits) .
MMrabuTtHble Moaenu obecneunsaloT HageXHoe NoAKMYEHNEe K E|  comosre o s xc206252 6 [ 1)
BblLLUECTOSALEN ceTu ¢ bonbLUMM 06bemoM Tpaduka. ]

] SCALANGE | SCALANCE D'(;‘,-’;‘;‘“g‘,‘,ti“ﬁ‘mt SCALANCE

SCB46-2C  IP camera || 5CB46-2C  IP camera 1 Gbit/s) SCB46-2C  IP camera

Lim

1m B PROFINET/

Bbicokasa ckopocCTb nepefayn gaHHbIX Yepes rmrabutHble NopThl i m i “I
SCALANCE XC-200 XC2e2erp  Srise  XCxoeste o100 XCasasre  Stase R
HapexHas npomMbllNeHHas CETb C NOAAEPIKKON sl il A kol
pesepBupoBaHus, cermeHTupoBaHus (VLAN) n arperauum

KaHanos
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Mpumepbl NpumMeHeHUA SIEMENS
CeTb C BbICOKOM HaAeXHOCTbIO ANnA aBToOMaTu3auuMn npeanpuaTmus lngenuity for Life

Heckonbko NPOMbILLJTIEHHbIX yCTpOVICTB NnoAaKIn4YeHbl B
pe3epBUpPOBaHHYHO KOJbLEBYHK TOMOJIOTMIO U NMOAKITHOHAETCA K
BbILLECTOSILLIEN CETU C pe3epBnpoBaHNEM MOAOKITHOHYEHNUSA. Operator Stations Operator Stations

i\
I =
Pel'ueHMe SCALANCE LBl “_gtﬂ SCALANCE
XM408-8C F7i 7 B XM408-8C
4 ]

SCALANCE XC208 n SCALANCE XC206-2SFP nooaepxusatoT Standby

Master

Standby

npoTokosn pesepsupoBaHna Highspeed Redundancy Protocol

(HRP) n doyHkuuto Standby Master/Slave aons pesepBnpoBaHHOIO Suate ST Xoame.seep [ SOMLANCES

NOAKITHOYEHUSA KOMbLEBOW TOMOMNOMMN K BbILLECTOSALLEN CETW. FelPe  STASIEE

Ncnonb3yeTtca kommyTtaTop SCAI:ANCE XM-400 ans 6onbLumx : P sivoTION D
doyHKUMOHanNbHbIX BO3MOXHOCTeN (Layer 3) == & 3/ SCALANCE XC208 T | i

B PROFINET [SEEgE SIMOTION D B
= Axis grouping
n pe M MYLU,GCT Ba SIMATIC [FF T SIMATIC ,@ SIMOTICS XP
ET 200SP “ ET 200SP

TexHonorna HRP ¢ BpemeHeM BoccTaHoBrieHust 300 mc B oo et s @3% SIMOTICS XP
TexHonorna Standby Master/Slave no3BonsieT ocyLecTBNATb 3 idusiit Ethenet (Fiber Opic) ]
pe3epBMpPOBaHHOE MOAKNIYEHME KOMNbLEBBLIX TOMOSIOMN

SCALANCE XC-200G ans nepegayn donbwmx o6bemoB

AaHHbIX 1 SCALANCE XM-400 ans 6onbwmnx yHKUNOHANbHbIX

BO3MOXHocTen (Layer 3)

w
&
N
=3
®
=
x
U
o
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NMpumepbl NpUMEeHeHUs

CBsA3b C NOABMXHLIMU 00bEeKTaMun (NOABMXKHbLIN COCTaB)

3apgaua

YcTtaHaBnvBaTh CBA3b C NMOABUMXHBIM COCTaBOM, UCMOMb30BaTh
6ecnpoBoaHbIe TOYKM A0CTYyNa U NPOBOAHOE CETEBOE
obopynoBaHue, COOTBETCTBYHOLLIEE XKEMNE3HOO0POXHbIM
cTaHaapTam

PeweHue

SCALANCE XC-200 coOTBETCTBYET erne3HOAOPOXHbIM
ctaHgaptam (EN 50121-4) n ncnonb3yeTtca Ans NogKIoyeHus
BecnpoBoAHbIX ToveKk gocTyna. CBsA3b OCYLECTBSETCH Yepes
npombIwieHHbI 6ecnposogHon kaHan (WLAN).

SCALANCE XP-200 cooTBeTCTBYIOT TpeboBaHMAM 3aLLnTbI OT
MbINY 1 BNaru.

lNMpenmyllecTBa

HapexHas paboTa B CypoBbIX NPOMbILLIEHHBIX YCIOBUSAX K
LUMPOKOM AnanasoHe Temnepatypsbl ot -40°C go +70°C
CkopocTb nepegayun gaHHblx go 1 rour/c

[MpocTas n BbicTpasa AMarHOCTUKa C MOMOLLbIO CUTHAMBHOMO
KOHTaKTa

Bbicoknn knacc 3awmtel SCALANCE XP-200
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XP208PoE EEC

SIEMENS

SCALANCE

I MZ,CJAM t ‘ 7 -fo r lA{Q,
Z
SCALANCE = SCALANCE
] es W788-2 M12 EEC
i oo f ~— Industrial Ethernet
é— [T ;(lrainside]
o @ o B e e e O e o ey s A
SCALANCE
. | \ SCALANCE [T7]| SCALANCE 1 W788-2 M12 EEC
r I xc206-2 LJo| xc208-2 = /y
SCALANCE 7 SCALANCE
W788-2 M12 EEC XP208PoE EEC »—I =e W788-2 M12 EEC
I SCALANCE [T5 6 o]
XC206-25FP |.f7| 1000 Mbit's ;
=0 70‘7.—‘{3 HE o

Trainguard
Train Contral

Industrial Ethernet
(trainside)

Infotainment
Server

Communication
Server

SCALANCE
XR552-12M

Workstations

Content
Workstation

B Industrial Ethernet (Twisted Pair)
[ Industrial Ethernet (Fiber Optic)
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NMpumepbl NpUMEeHeHUs

O6ecneyeHune cBA3N C MH(PPACTPYKTYPON TYHHENS

3apgaua

NHdopMaLmsa 0 cOCTOSAHUM B TYHHENEe A0IMKHA NepeaaBaTbCs Ha
GorbluMe paccTOSHUSA B LIEHTP YNpaBneHNs 1 MOHUTOPUHTa.

PeweHue

BesseHTUNATOpHBIE KOMMYTaTOPbl SCALANCE XC206-2
NOAKIYaTCA K yaaneHHbIM ycTponcTeam (HanpumMmep yCcTpomncTea
CUCTEM OCBELLEHMS N BEHTUNALMM) U NepeaaeT AaHHble B
yOaneHHbIN LEHTP yNpaBneHnsa U MOHUTOPUHTa, UCNOSb3ys
pe3epBUPOBAHHYIO CETb M ONTUYECKNE KaHarbl CBA3KW. [1ns
nepegaym 6onbLIMX 00bEMOB AaHHbIX AOCTYMHbI TMrabuTHbIE
mogenun SCALANCE XC-200 n SCALANCE XM-400.

NMpenmyliecTBa

Moppepxka pasnuyHbix SFP (SM, MM, 100 nnn 1000 M6uT/c)
bes BEHTUNATOPHbBIN NPOMBILLSIEHHbBIN KOHCTPYKTUB
PesepsuposaHne (MRP, HRP, HRP Standby Master/Slave)
Mopoepxka pyHkumoHana Layer 3 (ona SCALANCE XM-400)
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Tunnel control TEESEED
center A ==

SCALANCE XR528-6M

L

(ERRUEAEERENEE) =)
e e S

Control center server

—

SIMATIC [w=

SIEMENS
Il«g,u,\uffy-for&‘ft

Tunnel control
center B

[J PROFINET / Industrial
Ethernet (Fiber Optic)
10 Gbit/s

Control center server

[] PROFINET / Industrial ——\

Ethernet (Fiber Optic)
1 Gbit/s

- SIMATIC

S7-400FH B PROFINET / Industrial Ethernet (Twisted Pair) 10/100 Mbit/s S7-400FH

JE\ | | SCALANCE XM-400
a5

Synchronization

SCALANCE XC-200

SCALANCE XM-400 [~ |7 3‘

1
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Mpnmepbl npuMeHeHUA SIEMENS
NoObivya HechTU M rasa lngenuity for Uife

3apgaua

Heobxoanmo coeguMHnTb YCTPOUCTBA pacnpeneneHHom
MHGPACTPYKTYPbl J00bIYN N XpaHEHNA HEDTU U ra3a B eOuHYH

CeTb, BCE YCTPOWCTBA OMNpPaLLMBAIOTCA PasfnNYHbIMK TUMaMK Gontrol Center TakFam e
KOHTPOMNNEpOoB 1 paboTaloT B CYPOBbLIX NMPOMBbILLMEHHbIX YCIOBUSX "LJ A"

== o e O I

ezn s ST El 2

KommyTtatopbl SCALANCE XP-200 (ECC moagmdukaLumm) = o Y gl S ((’ggwm
obnanatoT paspeLunTenibHon JoKyMeHTaumen ansa Ex-zone 2, (i PR ) -
noaaepXkneatoT NpoMblLLneHHble npoTokonbl PROFINET n WellPump DilRs %@&@4
EtherNet/IP (ons uHTerpaumm B CUCTEMbI C Pa3nUYHbIMU TUNAMU — e
KOHTPONepos) = B fp% e H

NMpeumyllecTBa

MpocTtasa nnterpaums B cuctembl ¢ PROFINET u EtherNet/IP
ANarHoCTUKOWU

EECY moaudumkauumn obnagatoT KOHPOPMHBLIM MOKPLITUEM U
paboTaloT B LULMPOKOM aAnanasoHe temnepatyp (-40°C go +70°C)
PaspelwumtensHaa gokymeHtaums ans Ex-Zone 2 (ATEX, IECEX,
cULus HazlLoc, FM) n MopcKnux npuMeHeHum

]

Fieldworker

{%
G_IK10_XX_10409

1) Enhanced Environmental Conditions
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Mpnmepbl npuMeHeHUA SIEMENS
ObGecneyeHune cBA3N Ha TpaHcnopTe lngenuity for Uife

3apgaua

B TpaHcnopTte (Hanpumep aBTobycax u noesgax) Ethernet
yCTpoMncTBa (Takme Kak becnpoBogHble TOYKM AocTtyna, IP kamepebl,

A
MOHMTOpr) AOIMKHbI BbITb 06beaNHEHbI N MOAKITIOYEHbI B €OUNHYHO S

_ANT793-80J %
CeTb : S

SCALANCE (’,ﬁ ANWQS-&DJ_, ANT793-8DJ ANTT793-8DJ »

aa-z M12 EEC " | % 7 S W

SCALANCE | J ANT 795-6MN SCALANCE

.Ir-idflstria_tr E.Eﬁ?ﬁ:" é“zgu'a'ﬁoe  SCALANGE | Y /3\ XP216PoE EEC
KommyTaTtopsl SCALANCE XP-200 paspelumTtenbHbIMu [ xe2iGnoE B0 1 et L. B
[OOKYMEHTaMM ANS MCMOMb30BAHNSA B KENe3HOAOPOXHbIX \ : T RIZER (Tm'"f"di”gg;oggfgg'
peLLEeHNsIX U NOABWKHOM TPaHCNopTe, MOAAEPKUBAIOT CKOPOCTb ~ ==m=s====sesnes — e
nepegayvn gaHHbIx 4o 1 F6ut/c n npegHasHaveHbl ANS HagexXHoM S
nepegayv BUAEO NOTOKOB, a Tak e TexHonornio PoE ans S e o
nogknoyeHna 0o 8 POE ycTponcTs. rain Gontrol XRos2-12M E Senver

PaspeluntensHas 4OKyMEHTaLUMs AN UCTONb30BaHUSA B

XenesHogopoxHbix pewweHnax (EN 50155) n Ha nogBuxHOM
TpaHcnopTte el/E1l

[MpomMblwneHHasa cepTudukaumnsa v 3awuTa ot KoHaeHcaTa,
Gnarogapst KOHPOPMHOMY NMOKPLITUIO

SCALANCE XP-200 nogaepXvBaeT 3almTy OT yaapoB n
Bnbpaumm (nogreepxgeHa ucnoltaHnsammn HALT)
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Mpnmepbl npuMeHeHUA SIEMENS
Pe3epBupoBaHue lngenuity for Life

3apgaua

— SIMATIC S7-400 with Sarver with
OpraHu3oBaTb CeTb A1 0O6CNYXMBaHUSA NPOMbILLNEHHbIX CRAdsRA L T

npoueccoB, obecnevyeHnsi BbICOKON HageXHOCTU CUCTEMBI U
AOCTYynHOCTM ycTponcTs. Bece Ethernet ycTtponctea 4omKHbI
noagepXmBaTb TEXHOOMMN pe3epBUPOBAHUS.

1

B 1l

PeweHue SCALANCE SCALANCE
. XR-300 EEC

CneumanbHble mogenn SCALANCE X nogaepxvmBatoT He TOSbKO R

TexHosnorum pesepsuposaHna MRP n HRP, Ho n TexHonornm
BecwwoBHoro pesepsuposaHus PRP, HSR n MRPD, 4Tto nossonser S
cOo30aTb HAZlEXXHYIO CETb C BbICOKOW AOCTYMHOCTLIO. r

NMpeumyllecTBa

SCALANCE [T
X204RNA

SCALANCE [
| X204RNA
EEC

Moanep:kka 6eclLUoBHOE pe3epBUpoBaHMe (C HYNeBbIM
BpeMeHEeM BOCCTaHOBIEHUS)
Mopaepxka cTaHOapPTHbLIX TEXHOSOMMIK pe3epBUPOBaHUS iPaners
CrabunbHas pabota ceTu B crnyyae asapum (notepu
coeauHeHus u3-3a obpbiBa kabens) =

Protection device
with HSR "

= Protection device

| without HSR

G_IK10_XX_10344

N High-Availability Seamless Redundancy Protocol
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Mpnmepbl npuMeHeHUA SIEMENS
LLikadpbl aBTOMaTU3aLUU U LEHTP yrpaBneHus lngenuity for Life

3apgaua

Ha npeanpuaTm npombilINEHHbIE YCTPOWUCTBA AOMKHbI ObIThb
NOAKIMOYEHbl B CETb U NepeaaBaTh AaHHbIe B LIEHTP ynpaBneHus u
MOHUTOPWUHrA.

Enterprise
network

PeweHue

SCALANCE XR324-12M SCALANCE XR324-12M

MR B T EE e I
HEHHHEERHEEH] [ HEEEEEHAREHEHE

SCALANCE XR-300WG n XR-100WG ycTtaHaBnnBarTCHA B CTOMKY : L

[] PROFINET/Industrial Ethernet

19 grorM., UCNOMb3YyTCA B LEHTPax ynpasneHus u COOTBETCTBYIOT : 1000 Mbits
TpeboBaHUAM O515 NOAKNIOYEHNSI KOHEYHbIX YCTPONCTB B S __
SCALANCE XR328-4C WG SCALANCE XR324-4M EEC
BbILUECTOALLYIO CETb. o BEESEREE (] {1 | HEE R AR AL
M Industrial Ethernet I PROFINET/ l B PROFINET/

peumyllecTBa | Eresmem 1 R T e

KommyTaTopbl 4511 MOHTa)a B CTOuKy 19 aonmM. aganTupoBaH K _

TpeboBaHUAM 3aKa34mnKka : B | T :

Ynpasnsemble u Heynpasnsemblie (XR-100) mogenu ycTponcTs T S71s00  =Ta00s :

PaspewntensHas gokymeHtauunsa (Ex-Zone 2, IECEx u 14.)
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Mpnmepbl npuMeHeHUA SIEMENS
Nepepaya Ethernet chpennmoB yepes 2-NnpoBOAHOU MeOHbLIN Kabernb lngenuity for Life

3apgaua

Pabouune cTtaHuMKM pacnonaratTcs Ha 3Ha4YNTENbLHOM yaaneHum
(1000 m) oomkHbI ObITb MOAKNKOYEHBI B CETb C MCNOSIb30BaHNEM
cyLlecTByloLLEeN kKabenbHON NHAPACTPYKTYPbI.

Terminals

SCALANCE XF204-2BA
e with BA 2xRJ45VD HA Il
b 4-wire-cable (10/100 Mbit/s) up to 300 m E_E_
PemeHMe SIMATIC $7-1500 or 8-wire-cable (10/100 Mbit/s) up to 500 m il L
o o with CM 1542-1 T
SCALANCE XF204-2BA MOoXeT ncnonb3oBaTb MHTEPEENCHbLIN SCALANCE o : S khead —
XR324-12M e ol Lk ) ) ~ Terminal
moaynb SIMATIC BusAdapters BA 2xRJ45VD HA ans wih meci modle fre protection SCALANCE XE204208 ‘]ET
NOAKITOYEHNA yaaneHHbIX YCTPOUCTB UCMOonb3ysa 2-nNpos., 4-npos.. L Swie s (O MES L T 20047
nnn 8'HPOB. MeD,HbIIZ kabensb. PROFINET @ e.9. PROFIBUS cable up to 1000 m mEFtNH. n ! ET 200SP
Terminals, [T
ET;J% | TE g ;{MAEM 'l;arminals
NMpenmyuecTBo T ilil
SCALANCE XF204-2BA SRR
SIMATIC BusAdapter BA 2xRJ45VD HA: . - I ’QEI;M
MNMepenaya aaHHbIX PROFINET oo 500 m ] e e combie s to tooom ’5

Mcnonb3oBaHue 2-NpoB.., 4-npoB.., 8-NpoB. MeaHbIx Kabenen, B
3aBMCUMOCTU OT TpebyeMon CKOPOCTM Nepeaayn JaHHbIX
PacctosaHune nepegayn gaHHbIX No megHomy kabento o 1000 m
Mcnonb3oBaHue cyuiectytowero PROFIBUS kabens
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NMpumepbl NpUMEeHeHUs

ABTOMaTM3auuAa N POnN3BOACTBEHHbLIX nMpoueccoB

3apgava

Ethernet ycTponicTBa 0OMmKHbI ObITb NOAKNIOYEHbI B CETb U
oTBeyvaTtb TpeboBaHMAM CUCTEMbI aBTOMATM3aLUN
NPOV3BOACTBEHHbIX NPOLIECCOB

PeweHue

KommyTtatopel SCALANCE XF204-2BA, XC-200EEC, XP-200EEC
COOTBETCTBYIOT NPOMbILLSIEHHLIM TpebOBaHUAM, Hanpuvep
NAMUR NE 21, nogaepxuBatoT KOHPOPMHOE MOoKpbITUe nnar
(G3), paboty B ananasoHe Temnepatyp ot -40 °C go +70 °C,
YyCTaHOBKY Ha BbicoTe Ao 4000 M, HAacTponKy B npouecce paboThbl
(CiR/H-CiR) u pesepsupoBaHune cuctemsl (S2)

npeumMmyLiecTBa

[MbkocTb noakntoyeHns bnarogapsa NCNonb30BaHUID
MHTepdencHbIX moayren (BusAdapter) unv pasnuyHbix
KOHJoMrypaummn noptos

[MpocTas yctaHoBKa bnarogapsi KOMNakTHOMY pasmepy
(SCALANCE XF-200BA/ XP-200)

Mopoepkka pesepBUpPOBaHNSA CETU AS1 MUHUMU3AL MW NPOCTOEB
HacTpoiika n nogkniodeHne moaynen 6e3 npepbiBaHms paboTbl
NHuTerpauns B cuctemol ¢ PROFINET gnarHoctukon
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OS/Batch/Route Control/Maintenance

SIEMENS
Il«g,u,\uffy-for&‘ft

Engineering Stations COMOS Station

o
@ M Industrial Ethernet
T

PROFINET / Industrial Ethernet

M (Redundant automation system) I

SIMATIC
57-410-5H

SCALANCE SCALANCE
XF204-2BA XC-200 EEC

B [F

SCALANCE XF204-2BA [T [T

- | SCALANCE XC-200 EEC

[l PROFINET/
Ine rial Ethern
dustrial Ethernet 71 SIMATIC

1 iHE”i ET 200SP HA

o Py |
[ HART Q %
(4..20 mA)

SCALANCE XF204-2BA DNA (Y-Switch)

=] Integrated drives

ﬂ SIMOCODE
B

SINAMICS
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SIMATIC CFU (4..20 mA)
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2
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Mpnmepbl npuMeHeHUA SIEMENS
UHTerpauusa S2 ycTponcTB B cucteMy pesepsupoBaHus R1 lngenuity for Life

3apgava

OpraHunsoBatb noakntodeHne pesepsuposaHHoro PROFINET
KonbLa S2 yCTpOMCTB K cuctemMe pesepsupoBaHunsa R1

— - SIMATIC S7-410-5H

PeweHue

KOMMyTaTOpr SCALANCE XF204-2BA DNA nogoepXxmBaroT | [ PROFINET/Industrial Ethernet (Redundant automation system) H | scaLance xr204-28n
yHKUMOHanN Y-koMMyTaTopa, KOTOpbI NO3BONSET S2 SCALANCE XF204-28A

YCTPOWCTBaM UHTErpupoBaTbCA B CUCTEMY pe3epBrpoBaHna R1. B PROFINET et T SMane @ i
KommyTtaTtopbl SCALANCE XF204-2BA DNA cooTBeTCTBYOT M ooer e z0mm % ‘
TpeboBaHMAM ANS UHTErpaLmm B CUCTEMbI aBTOMaTM3aumnm _

(NAMUR NE 21, CiR/H-CiR, cuctema pesepsuposaHus S2, @}_( .
KoHdopMmHoe nokpbiTue (G3), pabovasa Temneparypa ot -40°C go SIMOTICS M SINAMICS 5120
+70°C, ycTtaHoBKa Ha BbicoTe 4o 4000 m). @

LI SCALANCE XF204-2BA DNA (Y-Switch)
A\

SIMATIC
ET 200M

"] SCALANCE
- | XC-2002EC SIMATIC

L__ ‘H_“ ET 200SP

=] SCALANCE
o || xP-zooEEC

npeMMyI.ueCTBa SIMOTICS M L:I | T SIMATIC CFU &
SIMOCODE  SIMATIC l 3
pro V CFU Wﬁ: -1@ ' g
NunarHocTtuka cuctemsl ¢ nomotlpto PCS 7 % i : :  PROFIBUS PA r%

MBkoe ncnonb3oBaHne HTEpPGENCHbIX Moaynen (BA) ans
NOAKITHOYEHNA KOHEYHbIX YCTPOUCTB

KOHCTPYKTUB NO3BOSISIET YCTaHaBNMBaTb KOMMYTATOp PALOM C
ET 200SP B ogHOM wwKady

Mopoepxka pesepBUpPOBaHNSA CETU AN MUHUMM3AL MW NPOCTOEB
HacTtponka n nogknovyeHne moaynen 6e3 npepbiBaHMs paboThbl
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NMpumepbl NpUMEeHeHUs

SIEMENS

PesepBupoBaHue cucrtembl SIMATIC S7-1500R lngenuity for Uife

3apgaua

OpraHusoBatb nogkntodeHne PROFINET ycTponcTs K
pesepBupoBaHHOMY KOHTponnepy (SIMATIC S7-1500R).

PeweHue

KommyTaTtopbel SCALANCE XF-200BA, XC-200 n XP-200
nogaepXXuearoT TexHosnornto H-Sync v pesepBnpoBaHue CUCTEMDI
S22,

CUHXpOHM3aUMS MeXy pe3epBMPOBaHHLIMWN KOHTpOIepamm
ocyLlecTBnsgeTcsa Yyepes pesepsmposaHHoe MRP konbLo C
nomoLubio H-Sync

NMpenmyllecTBa

WHTerpauua KommyTaTopoB C NOAAEPXKKON CUCTEMDI
pesepBupoBaHna S2 B cuctemy S7-1500R

MogknoveHune gononHutensHbix PROFINET ycTtponcts
(pekomeHayeTca NoAKYEeHne MakCMMyM 00 16 yCTPOUCTB B
konbLo ¢ S7-1500R?)

Page 99

Pe3epBupoBaHHbIN KOHTponnep SIMATIC S7-1500R

OcHoBHoOM Pe3epBHbIN
CPU1513R CPU1513R

— S

(H-Sync yepe3 MRP konbLo0)

[
£

SCALANCE SIMATIC
______ (&) = XC208 HMI

SIMATIC
ET 200SP

SCALANCE

SIMATIC
ET 200MP

SIMATIC
ET 200SP ET 200SP

B industrial Ethernet/PROFINET

Y Nopnepxka B Bepcum MO 4.0 2 [JononHuTensHas nHgopmauus o S7-1500H B pykoBoacTBe nonb3osBartens
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[Mprumepbl NnpumMmeHeHUA SIEMENS
NMpumepbl NpUMeHeHUA KOMMyTaTopoB Layer 2 lngemuity for life

PekomeHaaLms K NpumeHeHuio 1T SCALANCE SCALANCE 71 SCALANCE ]| SCALANCE
KOMMYTaTOpPOB B pa3fiMyHbIX oTpacnsax. ik XB-200 XC-200 @ L. xP-200 @ i1/ XM-400

ABTOMaTM3auusa / npouss. obopyA.

XXene3sHogopoXXHOE NPUM.
MOHWUTOPUHI TYHHenewn

HedTb 1 ras

v
v
v

S

Mopckoe npumeHeHue

I'IpousB. HanMUTKOB N NPOAYKTOB

S

Ucnonb3oBaHue BHe wWKada

ABTOMaTu3auua 3gaHumn \/

MNMpombiwneHHoe saapo (Layer 3) \/

Unrestricted © Siemens 2019
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Mpnmepbl npuMeHeHUA SIEMENS
Mpumepbl npumeHeHns kommyTaTopa SCALANCE XF-200BAYD lngenuity for life

PekomeHpauus K NMPUMEHEeHUNI e SCALANCE

KOMMYTaTOPOB B Pa3fIM4HbIX OTPACHAX: B XF204-2BA

’ SCALANCE
. XF204-2BA IRT

SCALANCE

XF204-2BA DNA

v
v
v
v
v

ABTOMaTMn3auusa / npouss. obopyaoBaHune
dapmakonorua / xsumumsa

MOHUTOPUHI TYHHEnen

HedTb 1 ras

Mopckoe npumeHeHue

N X

I'IpousB. HanMUTKOB N NPOAYKTOB

NMpon3BoacTBO LleMeHTa

N N N I N N N

ABTOMaTU3aUuAa 3gaHUMn

NMpousBoacTBO AeTarnen n CTaHKOB ‘/

1) Npumeyanme: Mogynu yanuHenust (VD) Ans NOAKMHOYEHUs yaarneHHbIX YCTPOWCTB C MOMOLLbIO 2-NPoB. kabens
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Mpnmepbl npuMeHeHUA SIEMENS
Mpnmepbl NpUMeHeHUs CToeYHbIX KOMMYTaTOpPOB lngenuity for Uife

Bce ceTeBble YPOBHU pa3niMyHbIX
NPOMbILLSIEHHbIX OTpacneu

Ocpuchas cetb YpoBeHb gocTyna PRI

pacnpegeneHus YpoBeHb figpa

SCALANCE XR-500

YpoBeHb sifpa
10 I'éut/c - O
nT/c nTvka (Layer 2/3 ynpas.)

SCALANCE XR-500
) (el

SRR SRR
S S O B = s

COTE TV e T e P Tt

SCALANCE XR-300 YPOBeHb
1 I'éut/c — OnTuKKa pacnpeaeneHus
SCALANCE XR-300/300WG (Layer 2 ynpas.)
oS c=emesam]] [EllHERNERARAEEH XR-300 / XR-300EEC

o —a o~ F o —— ~ -
s EEEEEEN G s SSEEESEE]

SCALANCE XR-300WG

10/100 M6wuTt/c — Butas napa

YpoBeHb gocTyna -.EEIE—

(Layer 2 ynpas. /
Heynpas.

SCALANCE XR-100WG
0w E58EE e 0

Unrestricted © Siemens 2019
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CoaepxaHue

OCHOBHbIE NOHATUA U TEPMUHOSTOTUS
OnuncaHve annapaTtHbIX BO3MOXHOCTEN
OnuncaHue nporpamMmHbIX BO3MOXHOCTEN
[Mpoayktel SCALANCE X

[TpumMepbl NPUMEHEHNSA

[MpumeHeHne — Otpacnu / NpoMbILLNEHHOCTb

UHdopmauma ana 3akasa

QB E BB B0NA

[Moooepkka

Unrestricted © Siemens 2019
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10
34
69
87
101
105
107

Managed Layer 2/3 Industrial Ethernet Switches SCALANCE X



UHpopmMmauusa ana 3akasa
SCALANCE XB-200

SIEMENS
Ihg,eb\uf(y-foruft

SCALANCE XB-200 - More functions in less space

Product Comments Electr. ports Optical ports Article no.

PROFINET 5 6GK5205-3BD00-2AB2
XB205-3 3x SC

EtherNet/IP 5 6GK5205-3BD00-2TB2

Multimode, max. 5 km

PROFINET 5 3% ST/ 6GK5205-3BB00-2AB2
XB205-3

EtherNet/IP 5 BFOC 6GK5205-3BB00-2TB2

PROFINET 5 6GK5205-3BF00-2AB2
XB205-3LD Long-distance, singlemode, max. 26 km 3x SC

EtherNet/IP 5 6GK5205-3BF00-2TB2

PROFINET 8 6GK5208-0BA00-2AB2
XB208

EtherNet/IP 8 6GK5208-0BA00-2TB2

PROFINET 16 6GK5216-0BA00-2AB2
XB216

EtherNet/IP 16 6GK5216-0BA00-2TB2

PROFINET 13 6GK5213-3BD00-2AB2
XB213-3 3x SC

EtherNet/IP 13 6GK5213-3BD00-2TB2

Multimode, max. 5 km

PROFINET 13 3y ST/ 6GK5213-3BB00-2AB2
XB213-3

EtherNet/IP 13 BFOC 6GK5213-3BB00-2TB2

PROFINET 13 6GK5213-3BF00-2AB2
XB213-3LD Long-distance, singlemode, max. 26 km 3x SC

EtherNet/IP 13 6GK5213-3BF00-2TB2
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UHpopmMmauusa ana 3akasa

SCALANCE XC-200

SIEMENS

Iug,eb\uf\‘y for (/"{Q

SCALANCE XC-200 - User-friendly all-rounders

Product

XC206-2

XC206-2SFP

XC206-2SFP G

XC206-2SFP EEC
XC206-2SFP G EEC
XC208

XC208G

XC208EEC
XC208G EEC

Comments

Multimode, max. 5 km

SFPs with 100 Mbit/s or 1 Gbit/s pluggable
PROFINET
EtherNet/IP

Full Gigabit, only SFPs with 1 Gbit/s pluggable
Conformal Coating, SFPs with 100 Mbit/s or 1 Gbit/s pluggable

Conformal Coating, Full Gigabit, only SFPs with 1 Gbit/s pluggable

PROFINET
EtherNet/IP

Full Gigabit

Conformal Coating

Full Gigabit, Conformal Coating

Electr. ports

Optical ports

2x ST/
BFOC

2x SC
2x LC

2x LC

2x LC
2x LC

Article no.
6GK5206-2BB00-2AC2

6GK5206-2BD00-2AC2
6GK5206-2BS00-2AC2
6GK5206-2GS00-2AC2
6GK5206-2GS00-2TC2
6GK5206-2BS00-2FC2
6GK5206-2GS00-2FC2
6GK5208-0BA00-2AC2
6GK5208-0GA00-2AC2
6GK5208-0GA00-2TC2
6GK5208-0BA00-2FC2
6GK5208-0GA00-2FC2
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UHdopmaLma AnAa 3akasa SIEMENS
SCALANCE XC-200 lngenuity for Life

SCALANCE XC-200 - User-friendly all-rounders

Product Comments Electr. ports Optical ports Article no.

XC216 Conformal Coating 16 GK5216-0BA00-2FC2

XC216-4C Only SFPs with 1 Gbit/s pluggable 16 6GK5216-4BS00-2AC2
XC216-4C G PROFINET =il Elalit, Camie Sans, 16 4xLC 6GK5216-4GS00-2AC2
XC216-4C G EtherNeyip  ©nly SFPs with 1 Gbit/s pluggable 16 4xLC 6GK5216-4GS00-2TC2
XC216-4C G EEC Conformal Coating, Full Gigabit, 16 4xLC 6GK5216-4GS00-2FC2

Combo-Ports,

XC224-4C G EEC only SFPs with 1 Gbit/s pluggable 24 4xLC 6GK5224-4GS00-2FC2
XC224-4C G PROFINET Full Gigabit, Combo-Ports, 24 4xLC 6GK5224-4GS00-2AC2
XC224-4C G EtherNeyip  ©nly SFPs with 1 Gbit/s pluggable 24 4xLC 6GK5224-4GS00-2TC2
XC224 24 6GK5224-0BA00-2AC2
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UHdopmaLuma ana 3akasa SIEMENS
SCALANCE XP-200 lngenuity for Life

SCALANCE XP-200 — For use outside of control cabinets

Product Comments Electr. ports Optical ports Article no.

PROFINET 6GK5208-0HA00-2AS6
XP208 8

EtherNet/IP 6GK5208-0HA00-2TS6

IP65, M12

PROFINET 6GK5216-0HA00-2AS6
XP216 4x 1 Ghit/s 16

EtherNet/IP 6GK5216-0HA00-2TS6
XP208EEC PROFINET 8 6GK5208-0HA00-2ES6
XP208PoE EEC PROFINET Power-over-Ethernet IP65, M12, 8 6GK5208-0UA00-5ES6
XP216EEC PROFINET 4x 1 Gbit/s 80”?”“3' 16 6GK5216-0HA00-2ES6

oating

Power-over-Ethernet,

XP216PoE EEC PROFINET 4x 1 Gbit/s

16 6GK5216-0UAO0-5ES6
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UHdopmaLuma ana 3akasa SIEMENS
SCALANCE XF-200 lngenuity for Life

SCALANCE XF-200 — Powerful and flat

Product Comments Electr. ports Optical ports Article no.
XE204-2BA For conf!guratlon with 2x Bus adapter 6GK5204-2AA00-2GE2
(4 ports in total) Conformal
. 4 4
i f i Coating
XF204-2BA DNA For configuration with 2x Bus adapter 6GK5204-2AA00-2YF2
(4 ports in total), “Y-switch” functionality
XF204 4 6GK5204-0BA00-2AF2
. 2x ST/
XF204-2 Multimode, max. 5 km 4 BEOC 6GK5204-2BC00-2AF2
. 1x ST/
XF206-1 Multimode, max. 5 km 6 BEOC 6GK5206-1BC00-2AF2
XF208 8 6GK5208-0BA00-2AF2
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UHdopmaLma AnAa 3akasa SIEMENS
SCALANCE X-200IRT lngenuity for Life

SCALANCE X-200IRT — Operating in hard real-time

Product Comments Electr. ports Optical ports Article no.
X200-4P IRT POF/PCF 4x SCRJ 6GK5200-4AH00-2BA3
X201-3P IRT POF/PCF 1 3x SC RJ 6GK5201-3BH00-2BA3
X202-2IRT 2 2 x ST/BFOC 6GK5202-2BB00-2BA3
X202-2P IRT POF/PCF 2 2x SC RJ 6GK5202-2BH00-2BA3
X202-2P IRT PRO POF/PCF, IP65, Push Pull 2 2x SC RJ 6GK5202-2JR00-2BA6
X201-3P IRT PRO POF/PCF, IP65, Push Pull PROFINET 1 3x SCRJ 6GK5201-3JR00-2BA6
X204IRT with IRT real-time 4 6GK5204-0BA00-2BA3

property
X204IRT PRO IP65, Push Pull 4 6GK5204-0JA00-2BA6
XF204IRT 4 6GK5204-0BA00-2BF2
XE204-2BA IRT For conf!guratlon with 2x Bus adapter 6GK5204-2AA00-2BD2
(4 ports in total)
XF201-3P IRT Delivered with 2x Bus adapter 1 3x SCRJ 6GK5201-3BH00-2BD2
XF202-2P IRT Delivered with 2x Bus adapter 2 2x SCRJ 6GK5202-2BH00-2BD2
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UHdopmaLuma ana 3akasa SIEMENS
SCALANCE XR-300 lngenuity for Life

SCALANCE XR-300WG - 19” Work Group Switch with low installation depth

Product Comments Electr. ports Optical ports Article no.
DC 24V 6GK5324-0BA00-2AR3
XR324WG 24
AC 100-240 V 6GK5324-0BA00-3AR3
DC 24V Combo o 28 4 6GK5328-4FS00-2AR3
AC 100-240 V 4x 1 Gbit/s 28 4 6GK5328-4FS00-3AR3
B DC 24V Combo-Ports, 28 4 6GK5328-4FS00-2RR3
" XR328-4C WG 4x 1 Gbit/s,
AC 100-240 V wlo cULus, ATEX 28 4 6GK5328-4FS00-3RR3
DC 24V Combo-Ports, 28 4 6GK5328-4SS00-2AR3
4x 1 Gbit/s,
AC 100-240 V wlo cULus, ATEX 28 4 6GK5328-4SS00-3AR3

SCALANCE XR-300 - Flexible and modular in 19” design

Product Comments Electr. ports Optical ports Article no.
XR324-12M TS DC 24V, railway approval 24 24 6GK5324-0GG10-1CR2
DC 24V E“::VG’T‘O‘?O‘."""“ 6GK5324-0GG10-1AR2
XR324-12M ull Gigabit 24 24
AC 110-240 V 6GK5324-0GG10-3AR2
DC 24V, Power-over-Ethernet 6GK5324-0GG10-3AR2
XR324-4M PoE 24 8
AC 110-240 V, Power-over-Ethernet Partly modular, 6GK5324-4QG10-3AR2

DC 24 V, Power-over-Ethernet, Full Gigabit

; 24 8 6GK5324-4QG10-1CR2
railway approval

XR324-4M PoE TS
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WHdopmauua ana 3akasa SIEMENS
SCALANCE XR-300 EEC lngenuity for Uife

SCALANCE XR-300EEC — Modular for harsh environments

Product Comments Electr. ports Optical ports Article no.
1xDC 24V 6GK5324-4GG10-1ER2
2xDC 24V Partly modular, 6GK5324-4GG10-2ER2

XR324-4M EEC 1 X AC 100-240/DC 60-250 V Eit'éfégeib't’ 24 8 AEIREA A SRS
temperature
range 6GK5324-4GG10-4ER2

2 x AC 100-240/DC 60-250 V
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UHdopmaLuma ana 3akasa SIEMENS
SCALANCE X-400 lngenuity for Life

SCALANCE X-400 — Powerful plant networking

Product Comments Electr. ports  Optical ports Article no.

KEY-PLUG XM-400 For SCALANCE XM-400, enables Layer 3 functions 6GK5904-0PA00

Layer 3 (with KEY-PLUG XM-400) 4x ST/ 6GK5408-4GP00-2AM2
XM408-4C BFOC oder

Layer 3 integrated SC 6GK5408-4GQ00-2AM2

16x LC

Layer 3 (with KEY-PLUG XM-400) el Er, 24 6GK5408-8GS00-2AM2
XM408-8C Full Gigabit 24x LC

Layer 3 integrated 6GK5408-8GR00-2AM2

Layer 3 (with KEY-PLUG XM-400) 6GK5416-4GS00-2AM2
XM416-4C 12x LC

Layer 3 integrated 6GK5416-4GR00-2AM2
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UHdopmaLma AnAa 3akasa SIEMENS
SCALANCE X-500 lngenuity for Life

SCALANCE X-500 - Structuring highly performant plant networks and connecting corporate IT

Product Comments Electr. ports Optical ports Article no.
KEY-PLUG X-500 For SCALANCE X-500, enables Layer 3 functions 6GK5905-0PA00
XR524-8C DC 24V 6GK5524-8GS00-2AR2

Layer 3
XR524-8C (with KEY-PLUG XR-500) AC 110-240V 6GK5524-8GS00-3AR2
XR524-8C 2x AC 110-240 V 1 height unit (HU) 6GK5524-8GS00-4AR2
L ’ 24 8
XR524-8C DC 24V Full Gigabit 6GK5524-8GR00-2AR2
XR524-8C Layer 3 integrated AC 110-240V 6GK5524-8GR00-3AR2
XR524-8C 2x AC 110-240 V 6GK5524-8GR00-4AR2
XR526-8C DC 24 V, redundant 6GK5526-8GS00-2AR2
XR526-8C Layer 3 AC 230V 6GK5526-8GS00-3AR2
(with KEY-PLUG X-500)
XR526-8C AC 230V, K552
- edundant 1 height unit (HU), 6GK5526-8GS00-4AR2
Full Gigabit 24 10
XR526-8C DC 24V, redundant 2y 10 Gbit/s 6GK5526-8GR00-2AR2
XR526-8C Layer 3 AC 230V 6GK5526-8GR00-3AR2
(with KEY-PLUG X-500) AC 230
XR526-8C X 6GK5526-8GR00-4AR2
redundant
XR528-6M Layer 3 (with KEY-PLUG X-500) 2 HU, Fully modular, 6GK5528-0AA00-2AR2
Full Gigabit, 4x 10 24 28
XR528-6M Layer 3 integrated Gbit/s 6GK5528-0AR00-2AR2
XR552-12M Layer 3 (with KEY-PLUG X-500) 3 HU, Fully modular, 6GK5552-0AA00-2AR2
Full Gigabit, 48 52
XR552-12M Layer 3 integrated 4x 10 Gbit/s 6GK5552-0AR00-2AR2
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WHdopmauua ana 3akasa SIEMENS
SFP mogynu ana SCALANCE X-200, X-300, XM-400, XR-500 lngenuity for Life

Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet
10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical Max.
Module type Multimode Singlemode Twisted Pair Multimode Singlemode  Multimode Singlemode distance Article no.
S modules for SCALANCE X200 CH00XM-A00and XRS00

SFP991-1 1x LC 5km 6GK5991-1AD00-8AA0
SFP991-1LD 1x LC 26 km 6GK5991-1AF00-8AA0
SFP991-1LH+ 1x LC 70 km 6GK5991-1AE00-8AA0
SFP991-1ELH200 1x LC 200 km 6GK5991-1AE30-8AA0
SFP992-1 1x LC 750 m 6GK5992-1AL00-8AA0
SFP992-1+ 1x LC 2 km 6GK5992-1AG00-8AA0
SFP992-1LD 1x LC 10 km 6GK5992-1AM00-8AA0
SFP992-1BXMT 1x LC 500 m 6GK5992-1AL00-8TAO
SFP992-1BXMR 1x LC 500 m 6GK5992-1AL00-8TAO
SFP992-1BX10R 1x LC 10 km 6GK5992-1AM00-8RA0
SFP992-1BX10T 1x LC 10 km 6GK5992-1AM00-8TAO
SFP992-1LH 1x LC 40 km 6GK5992-1AN00-8AA0
SFP992-1LH+ 1x LC 70 km 6GK5992-1AP00-8AA0
SFP992-1ELH 1x LC 120 km 6GK5992-1AQ00-8AA0
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UHpopmauma ana 3akasa
SFP mogynu ana SCALANCE X-200, X-300, XM-400, XR-500

SIEMENS
Iug,ev\uf(y-foruft

- Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet

10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical
p p p Max.
Module type Multimode Singlemode Twisted Pair Multimode Singlemode  Multimode Singlemode distance

Article no.

_ SFEP+ modules for SCALANCE X-200, X-300, XM-400 and XR-500

SFP993-1 IxLC 300 m
v
SFP993-1LD 1x LC 10 km
SFP993-1LD 1x LC 40 km
Im
IE Cable 2x LC pre-assembled om
SFP+/SFP+ with 2x SFP+ plug
7m

6GK5993-1AT00-8AA0
6GK5993-1AU00-8AA0
6GK5993-1AV00-8AA0
6GK5980-3CB00-0AAL
6GK5980-3CB00-0AA2
6GK5980-3CB00-0AA7
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UHdopmaLuma ana 3akasa SIEMENS
Mepua moaynu ana SCALANCE X lngemuity for life

Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet
10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical Max.
Module type Multimode Singlemode Twisted Pair Multimode Singlemode Multimode Singlemode  distance Article no.
T edamodesfor SCALNGE X
MM992-2CUC 2x RJ45 100 m 6GK5992-2GA00-8AA0
i MM992-2CUC 2x RJ45 100 m 6GK5992-2GA00-8FAOQ
W MM992-2CU 2x RJ45 100 m 6GK5992-2SA00-8AA0
¥ MM992-2VD 2x RJ45 6GK5992-2VA00-8AAO
MM992-2VD 2x M12 (X-coded) 1000 m 6GK5992-2HA00-0AAQ
= MM991-2 2x ST/BFOC 5 km 6GK5991-2AB00-8AA0
ﬁ MM991-2LD 2x ST/BFOC 26 km 6GK5991-2AC00-8AA0
MM991-2LD 2x ST/BFOC 5 km 6GK5991-2AB01-8AA0
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UHdopmaLuma ana 3akasa SIEMENS
Mepua moaynu ana SCALANCE X lngemuity for life

Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet
10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical Max.

Module type Multimode Singlemode Twisted Pair Multimode Singlemode  Multimode Singlemode distance Article no.
MM991-2 2x SC 5 km 6GK5991-2AD00-8AA0
MM991-2LD 2x SC 26 km 6GK5991-2AF00-8AA0
MM991-2LH+ 2x SC 70 km 6GK5991-2AE00-8AAO
MM991-2P 2xSCRJ 50/100 m 6GK5991-2AH00-8AAO
2 MM992-2 2x SC 750 m 6GK5992-2AL00-8AA0
| : " MM992-2 2x SC 750 m 6GK5992-2AL00-8FAQ
= i MM992-2LD 2x SC 10 km 6GK5992-2AM00-8AA0
MM992-2LH 2x SC 40 km 6GK5992-2AN00-8AA0
MM992-2L H+ 2x SC 70 km 6GK5992-2AP00-8AA0
MM992-2ELH 2x SC 120 km 6GK5992-2AQ00-8AA0
MM992-2SFP 2x LC 2x LC 2x LC 2x LC 6GK5992-2AS00-8AA0
MM992-2SFP 2x LC 2x LC 2x LC 2x LC 6GK5992-2AS00-8FAO
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UHdopmaLuma ana 3akasa SIEMENS
Moaynu pacwunpeHuna ana SCALANCE X-400 lngemuity for life

Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet
10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical Max.
Module type Multimode Singlemode Twisted Pair Multimode Singlemode  Multimode Singlemode distance Article no.
oo eenderand mediamodules or SCALANCE X0
PE408 8x RJ45 6GK5408-0GA00-8AP2
PE400-8SFP 8x LC 8x LC 8x LC 8x LC 6GK5400-8AS00-8AP2
PE408PoE 8x RJ45 (PoE) 6GK5408-0PA00-8AP2
STP991-1 1x ST/BFOC 5 km 6GK5991-1AB00-8AA0
STP991-1LD 1x ST/BFOC 26 km 6GK5991-1AC00-8AA0
SCP992-1 1x SC 750 m 6GK5992-1AJ00-8AA0
SCP992-1LD 1x SC 10 km 6GK5992-1AK00-8AA0
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UHdopmaLuma ana 3akasa SIEMENS
Moaynu pacwunpeHua ana SCALANCE XR-500 lngemuity for life

Type and number of ports

10 Gigabit Ethernet Gigabit Ethernet Fast Ethernet
10 Gbit/s 10/100/1000 Mbit/s 1000 Mbit/s 100 Mbit/s
Optical Electrical Optical Optical Max.
Module type Multimode Singlemode Twisted Pair Multimode Singlemode  Multimode Singlemode distance Article no.
T edamodles O SCALANGEXRS0

MM992-4CUC 4x RJ45 100 m 6GK5992-4GA00-8AA0
' MM992-4CU 4x RJ45 100 m 6GK5992-4SA00-8AA0

MM992-4PoE C 4x RJ45 100 m 6GK5992-4RA00-8AA0

MM992-4PoE 4x RJ45 100 m 6GK5992-4QA00-8AA0

MM991-4 4x ST/BFOC 5 km 6GK5991-4AB00-8AA0

MM991-4LD 4x ST/BFOC 26 km 6GK5991-4AC00-8AA0
’ MM992-4 4x SC 750 m 6GK5991-4AC00-8AA0

MM992-4LD 4x SC 10 km 6GK5992-4AM00-8AAD

MM992-4SFP 4x LC 4x LC 4x LC 4x LC 6GK5992-4AS00-8AA0
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WHopmauma ana 3akasa SIEMENS
UHTepdencHblie moaynu (BusAdapter) gana SCALANCE XF204-BA lngenuity for Life

] Bus adapter for SCALANCE XF204-2BA (Process industry)

Product Comments Electr. ports Optical ports Article no.
BA 2xRJ45 HA 2x RJ45 6DL1193-6AR00-0AA0
BA 2xRJ45 HA Extended temperature range, Conformal Coating 2x FastConnect 6DL1193-6AF00-0AAO
BA 2xRJ45VD H 2x RJ45 6GK5991-2VAQ0-8AA2
| Busadapterfor SCALANCE XF204-2BA (Discreteindustry)
Product Comments Electr. ports Optical ports Article no.
BA 2xRJ45 2x RJ45 6ES7193-6AR00-0AA0
BA 2xFC 2x FastConnect 6ES7193-6AF00-0AA0
BA 2xSCRJ 2X SCRJ 6ES7193-6AP00-0AA0
BA SCRJ/RJ45 1x RJ45 1x SCRJ 6ES7193-6AP20-0AA0
BA SCRJ/FC 1x FastConnect 1x SCRJ 6ES7193-6AP40-0AA0
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UHdopmauusa ana 3akasa SIEMENS
Akceccyapbl lngemuity for life

L
A o C-PLUG Depending on FW compatibility 6GK1900-0AB10
K1 900 i
i 76
L Conformal Coating 6GK1900-0AQ00

XM-400, removable data storage medium for activating Layer 3 features for SCALANCE XM-400 and for simple device

replacement in case of fault, and for Recording of configuration data 6GK5904-0PA00

KEY-PLUG
XR-500 Layer 3, Removable data storage medium for enabling of Layer 3 features for SCALANCE XR-500; contains all

C-plug functions for simple device replacement in case of fault and for storing configuration data 6GKS905-0PACO
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UHopmauma ana 3akasa
KabenbHasa MNpoaykuna n KOMNOHEHTDI
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SIEMENS
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AkcnepTbl SIEMENS 6yayT paabl
OTBEeTUTb Ha Bawm Bonpochsl.
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https://mall.industry.siemens.com/spice/tstweb/#/New-Device/
https://support.industry.siemens.com/cs/de/en/view/109766343
https://support.industry.siemens.com/cs/de/en/view/27069465
https://webservices.siemens.com/referenzen/index.aspx#language=en,frame=1,pageindex=1
https://mall.industry.siemens.com/mall/en/WW/Catalog/Products/9300068?tree=CatalogTree
https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/scalance-x-switches-media-converters.html
https://www.automation.siemens.com/bilddb/index.aspx?lang=en
https://support.industry.siemens.com/cs/de/en/view/109766344
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